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Agenda @”5

Codan — stands for - “Code Analysis”

* An overview of the framework

* The user interface

The development status

* How to create and integrate a simple internal checker
= How to integrate external tool such as lint

What API provided to aid in writing a checker




Goal

D

To create a common components and API that are shared
between static analysis tools, such as:

User Interface to control the Problems enablement and parameters
Different launch modes (as you type, on demand, as a builder)

A view to display additional problem information

Generic Marker type for problems with extra fields

API to log the problems

Abstract classes for checkers

Sample checkers

JUnit testing framework

Besides the framework there is also a “Checkers Feature” which
has few implemented checkers and quick fixes




Codan Users “@p

= Tool Vendors

* To create plugins containing end-user checkers and templates
= Software Architects, Process Enforcement people

* To create customized new checkers, based on templates (no
programming involved)

* To create problems profiles
* Developer, Tester, Code Inspector

* To check for errors as you type and have a quick way to fix them,
during development

* To find bugs, security violations, API violations, coding standard
violations during debugging, testing, code inspection or before

code commit
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Architecture

Builder Registry Reporter

Checker hecker hecker




Plugins ‘@’”

Plugins in /cvsroot/tools/org.eclipse.cdt/codan

* org.eclipse.cdt.codan-feature — codan feature

= org.eclipse.cdt.codan.core — generic core components, registry, builder, abstract
checkers, all model interfaces

= org.eclipse.cdt.codan.core.cxx — C/C++ specific core components, abstract
checkers, etc

» org.eclipse.cdt.codan.checkers — actual C/C++ cherckers

* org.eclipse.cdt.codan.checkers.ui — Ul support for specific checkers, such as
quick fix, parameter controls, detail view controls, etc

* org.eclipse.cdt.codan.ui — generic Ul, preferences, launch, etc

* org.eclipse.cdt.codan.ui.cxx — specific C/C++ ui control, such CEditor listeners

» org.eclipse.cdt.codan.core.test — junit testing framework and tests for checkers

* org.eclipse.cdt.codan.examples — examples of checkers




Profile Editor (Problem Preferences)

Code Analysis = = o=
1 () Use workspace settings -
* Either checker enabled or not R
= Severity of the Problem
. . Mame Severity |~
| I f —_ d pt g 4 [¥] Potential Programming Problems
n O escrl Ion ’ messa e Assignment in condition @ Error
1 1 . 1 | Statement has no effect 4 Warning
. Customlzatlon- edlt message, Class has a virtual method and non-virtual de & Warning
Catching by reference is recommended & Warning
pa ra mete rS SCO pe Suggested parenthesis around expression & Warning
) Mo return value @ Error
= Customize pmme_ u Unused return value @ Error |
— Mo return & Warning 3
Atatmenthesan sfiect Assignment to itself @ Error

Edit problem preferences, scope and launch options

[» Coding Style
F] Syntax and Semantic Errors

Preferences | Scope

Symbol is not resolved @ Error
[ This problem is enabled Invalid overload @ Error
Severity Warning = Ambiguous problem @ Error
Message Pattern Statement has no effect "{0}" . CIFCL”EI' |nher|tan.ce 9 Error
Invalid redeclaration @ Error 1
Report problem in statements that comes from macro expansion X .
: Invalid redefinition @ Error
Exceptions (value of the problem argument)
Member declaration not found @ Error
Label staternent not found @ Error
Remave Invalid ternplate argument @ Error
Up [¥] Type cannot be resolved @ Error 2
Down Info
Message:  Statement has no effect X'
Description: Finds statements like 'a;' or '-a;' or 'a-b;" which do no seems to have
h any side effect therefore suspicious

| Parameters: This problem has extra preferences

ﬂ @ [ ok J[ conca |




Launch Control —-@95 C

Run on demand from context menu Run with Build
CEETT =)
[2 Packa & Hierar | S5 Nawig 22 =08 org.edlipse.cdt.cod. type filter text Launching Sv v w
P oo & K ¥ I > Resodms [71Run with build
= EFNEW =====i===== " (B;‘(Ij‘j—isﬂulld [#] Run as you type (selected checkers)
E‘E 4 C/C++ General
Ga Inka a Code Analysis
Open in New 'Window | Launching |
ht Code Style
Copy rior Documentation
[ Paste E__. File Types
Indexer
x Delete Language Mappings
Move, ., Paths and Symbols
Rename... <Et XL C/C++ Language Oy
<5t Project References
=g Import... Run/Debug Settings
£ Export... [roi
a; P o > [Rstmegefauﬁs] [ Apply ]
Ewild Project -
2] Refresh a = @ I OK I [ Cancel ]
Close Project
Close Unrelated Projects [t
rn F
Convert Ta..,
Run Code Analysis | e m—— . w
Run &s 4 15}
loint main((wvoid) {
int a:
int b;
Run as you type : g
if (a = b) retorn 0;
b+l; - ; ; .
. i# Possible assignment in condition
puts("!! nts
Press 'F2' for focus
retorn Exrr-oeoooeeor
.




Problem Markers & Quick Fix @f)”

Codan problem markers
@12 paral () {

5 Categories for grouping
leint main (void) {

17 int ar QUICk FIXGS

int b;

m
|

Blo 1t (s =g return 0 : = Special menu commands:
&;:I ;:1;("]]]31&110 World!!'!'™y: /* prints 11§ | CUStomize---,ShOW in
o - Problem Details view

-

1 | 3

KE_L‘ Problems &3 | Taskq E Console} =] Properties} g Debugﬂ ] Error Logﬂ

1 error, 13 warnings, 0 others

-

Description Resource Path Locati... Type

& C/C++ Problem (2 items)
4 @ Code Analysis Problem (8 items)

2 Possible assignment in condition hello.c Fhello/src linel%  Code
&b Bad function name "Aaral” (pattern /"[a-z]/) hello.c fhellofsrc lineld  Code
#; Catch clause uses reference in declaration of exception foo.cc Fhello/src line2é  Code
¢ Class 'a' has virtual method 'pre’ but non-virtual destructor '~a' foo.cc Fhello/src lineld  Code
i Statement has no effect foo.cc Fhello/src line2l  Code
i Statement has no effect foo.cc Fhello/src line22  Code
i Statement has no effect hello.c Fhello/src line20  Code
# Suggested parenthesis around expression foo.cc Fhello/src line27  Code




CDT 7.0 L

Released in CDT 7.0 as optional feature
" Framework Features

= Pluggable checkers, base classes for generic checker and C/C++
AST checkers

» Customizable problems with severity, enablement, categories
* Parametrized checkers (limited ui support)

* Problem details view (extendable)
Only handful of checker available for end-users
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Development Status CDT 8.0 @E—*’J"

= Framework
= Generic framework for Quick Fix

= Base classes for simplified junits (code samples are read from comments)

= Better support for marker generation (tries to update markers instead of
delete/insert)

= Common scope filters for checkers (excluded/included files)
* Checker & Quick Fixes

* Added Problem Binding checker (which produces dozens of problems) and
Quick Fixes such as “Create Local Variable”, etc

* Added assignment to itself checker
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How to create Internal Checker ;@*”
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Define a problem

Pick a model that can be used to find a problem, i.e. Index, AST,
Control Flow Graph, Data Flow Graph, Call Graph

Extend abstract checker that supports a given model, and
implement a check (currently supported: No Model, Indexer,
C/C++ AST, Control Flow Graph)

Create extension to define your checker and problem(s) it can
find, define a new category or assign to existing one

Create a quick fix for the problem (optional)

Create a documentation/description of a problem and integration
into extension

Creation extension to problem view (optional)

Create a junit test cases




Internal Checker — Example (Extension) *@:ﬁ“ C
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<extension
point="org.eclipse.cdt.codan.core.checkers">
</checker>
<checker
class="org.eclipse.cdt.codan.internal.checkers.StatementHasNoEffectChecker"
id="org.eclipse.cdt.codan.internal.checkers.StatementHasNoEffectChecker"
name="StatementHasNoEffectChecker">
<problem
category="org.eclipse.cdt.codan.core.categories.ProgrammingProblems"
defaultSeverity="Warning"
id="org.eclipse.cdt.codan.internal.checkers.StatementHasNoEffectProblem"
name="Statement has no effect">
messagePattern="Statement has no effect "'"'{0}'"'"
/>
</checker>
</extension>




Internal Checker — Example (Code) R - B

public class StatementHasNoEffectChecker extends AbstractIndexAstChecker ({
private static final String ER ID =

"org.eclipse.cdt.codan.internal.checkers.StatementHasNoEffectProblem"; //SNON-NLS-1$

public void processAst (IASTTranslationUnit ast) {
ast.accept (new CheckStmpVisitor());

class CheckStmpVisitor extends ASTVisitor {
CheckStmpVisitor () {
shouldVisitStatements = true;

public int visit (IASTStatement stmt) {
if (stmt instanceof IASTExpressionStatement) {

if (hasNoEffect (((IASTExpressionStatement) stmt).getExpression())) {
reportProblem(ER ID, stmt);

}
return PROCESS SKIP;

See full code of this checker in codan project:

org.eclipse.cdt/codan/org.eclipse.cdt.codan.checkers/src/org/eclipse/cdt/codan/internal/checkers/StatementHasNoEffectChecker.java
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http://dev.eclipse.org/viewcvs/index.cgi/org.eclipse.cdt/codan/org.eclipse.cdt.codan.checkers/src/org/eclipse/cdt/codan/internal/checkers/StatementHasNoEffectChecker.java?root=Tools_Project&view=markup

How to create External Checker ;@’U

= |f tool is integrated with a make base build system already

= Either a) adjust tool output to match one of the recognized error
patterns (such as gcc)

" b) create an error parser for your tool using an API or Ul
* |f you want user to control problem profile for the tool
= Create a “checker” for the tool you running

* Register problems or group of problems tools creates

= Add a listener for profile changes to generate external problems
profile that can be used by the tool
= |f tool is not integrated with make implement a checker as
launcher of tool (get projects option such as includes and defines
from CDT)
= Extend problems view to show addition problem

information/documentation
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What API provided to aid in writing a checker 5@*’””'

Usually static analysis checkers use one or more of the following
software models:

File Text — platform/java

Token list — CDT - scanner and preprocessor
Comments — CDT - scanner

Language AST — CDT - parser

Bindings — provided by CDT - indexer
Control Flow Graph — CDT - codan

Data Flow Graph — todo in codan

Call Graph — CDT - indexer

Abstract Checker classes — CDT - codan
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: =CClipSE
Questions? @”

http://wiki.eclipse.org/CDT/designs/StaticAnalysis
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