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ERICSSON

REVERSE DEBUGGING

» Allows to undo register and memory changes so as to
move the execution backwards

» Uses recording and playback

£~ Debug - ReverseDebugging/src/ReverseDebugging.cpp - Eclipse SDK

File Edit Refactor Navigate Search Run Project Window Help
| C3~ E’;’a@fﬁvoqu & ® &~ || 8 & §ly o v cv | pd

#Debugm : uqﬁsﬂnnb By E2ORa LT PES & < =0

A4 @RcvcrscDebuggmg [C/C++ Application

v #ReverseDebugging

¥ @ Thread [1] (Suspended : Breakpojnt)
= main() at IIocal!home!lmckhou/woﬁcspace-Ef;lipseConfReverseDebuggmg!srcheverseDebug.gmg.cppfﬁO

v gdb
s ReverseDebugging
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MULTI CORE-PROCESS-CONTEXT

HTTP://WIKILECLIPSE.ORG/CDT/MULTICOREDEBUGWORKINGGROUP

> More execution in parallel in many processes

» Debugging related processes at the same time
» Dynamically attach and detach from processes

» Follow child process created with a fork, exec,

» Global Breakpoint, many processes can execute the same code,
auto attached to the process only when the breakpoint is hit, also
usefull for short lived-process

» Core awareness, threads are running on which cores
ﬁ..=5=552@ [ = Bl T L 14 i @g

= [&|multithread DSF 7.1 [C/C++ Application]
= 1#/ocallimckhou/runtime-TestDSF/NonStop/Debug/NonStop [3[]31

b o Thread [3] 30326 ; spended : Containen
= g# Thread [2] 3031
=thread exec1() avnucal/lmckhoufruntime-TestDSF/NonStap/sro/MonStop.cpp:12 0x8048730
= start_thread() at 0xb7fag2ab

= clone() at 0xb7e21has
b o Thread [1] 303 W
IE gdb

..E RlanStam

Juspended : Breakpoint)
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@ COT/designs/MultiCoreDebug - Eclipsepedia - Mozilla Firefox o |[-E-| 3]
File Edit View History Bookmarks Favorites Tools Help

@ - c 72y | || http//wikieclipse.org/CDT/designs/MultiCoreDebug Ej*.:r - "-"— Google R
|| CDT/designs/MultiCoreDlebug - Eclips..., - -

2.4) View where users can see the cores and what is running on each core, in many cases users will use core affinity to
put thread on specific core for execution locality. The threads don't move much between cores.

2.5) Define what are the processfthreads for an application, attach to all of them,

2.8) Select one core and stop it or put a breakpoint on all the threads running on it; or a global breakpoint for the first
process or thread hitting the breakpoint;

2.7) Continue/step for all thread running on a core;

2.8) Understand the interaction between processithreads of different cores, e.g. signal breakpoint;

2.9) A few use cases/features are almost the same as the one in PTP (process set, operations on set, etc.)
http:fiwww.eclipse.org/ptp/documentation/2.1/forg.eclipse.ptp.help/html/06parDebugging.html &

= 3) Systems with multiple cores (On Chip Debugging)

3.1) Hardware bring-up debugging
User attaches a debugger to a multi-core system for purpose of hardware configuration, such as configuring registers, 10
devices, etc. (no OS5, no symbol data, no executable image)

3.2) No-0S5 debugging
User attaches to a multi-core system and downloads simple executable image to each core and debugs them.

2.3) Debugging with OS%-awareness
User aftaches to a multi-core system, downloads an OS image to each, starts debugging the entire OS5 on each board, or specific
tasks/processes running on specific cores.

3.4) synchronized run control operations
Some multi-core debuggers allow for performing synchronized operations on multiple cores. Allowing the debugger or the
hardware to operate on multiple cores minimizes the skid, or the time lag, in when the operations are carried out on the different
cores. There needs to be dedicated Ul and APIs to exercise these debugger features.
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SPECIAL BREAKPOINTS

ERICSSON

» Conditional Breakpoint

— Stop only if the condition is true.

— C assert condition, break when assertion is false

» Data Breakpoint or Watchpoint

— Stop whenever the value of an expression change
— Don't have to predict where this may happen

— Can be a complex expression or just a single variable

» Program event breakpoint
— Stop when a special event occurs
— Throwing/catching C++ exception,
—unhandled exception
— call to exec, fork, syscal

© Ericsson | Eclipse Summit 2010
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£ exception caught
£ exception thrown
£ exec called

Layout

Add Watchpoint (C/C++)...

[ show Full Paths

Group By
Select Default Working Set...
Deselect Default Working Set

Working Sets...

[ [/show Qualified Names

-I [JFocus on Active Task




« Display and editing of complex objects like Lists, Maps, Vectors

9= Variables 232 ®s Breakpoints | 54" Expressions} B Hegisters} =i Modules} L) = =0
Name Type Value -
std::vector<=std::vector=int, std::allocal {...
~ (= [0] std::wvector<int, std::allocator<int= =  {...}
ea= [0] int 1
ea= [1] int 2
ea= [2] int 3
~ (3= [1] std::wvector<int, std::allocator<int= =  {...}
o= [0] int 10
oo 2 " ~ :

MName : coll ~
Details:std::vector of length 4, capacity 4 = {std::vecpOr of length 3, capacity 3 = {1, 2,
Default:{...}

Decimal:{...}

Hex:{...}
Binary:{...} ]
octal:{...} Complex structures shown in
an intuitive way and editable
(< ] >

« Some programs have a deep interaction with OS resources DSF-
GDB can show: process groups, file descriptors, internet-domain
sockets, shared memory segments, semaphore, message
queues, loaded kernel modules, etc.



NON-5TOP

» Debugging a process by stopping its execution might cause
the program to change its behavior drastically, or perhaps
fail, even when the code itself is correct.

— Troubleshooting in the lab

— Chasing a race condition

— Debugging problems happening only under heavy load
— Investigating user interface issues

> Non-Stop allows to stop and examine one or more thread in
the debugger while other threads continue to execute freely

© Ericsson | Eclipse Summit 2010



DYNAMIC TRACEPOINTS

» Tracepoint collects user-specified info and continues execution without
stopping any thread, essential for live sites

> Dynamic i.e. inserted with a jump (in process) or a trap
» Data collection can be conditional to a user specified expression

» Tracepoint actions:
— collect state trace data e.g. timestamp, and program data e.g. variables, register
— evaluate expressions , e.g. modify trace variables
— step (similar to breakpoint step) and collect data in each step

» A trace experiment can be stopped after the n'th hit
» Static tracepoint (LTTng UST) can be stored in the debug tracepoint buffer

» Debug tracepoint are good when no static tracepoint are available and for
small quantity of data

© Ericsson | Eclipse Summit 2010



DYNAMIC TRACEPOINTS VISUALIZATION S

» Intuitive display using debugger views

- NonStop/src/NonStop.cpp - Eclipse SDK

File Edit Source Refactor Navigate Search Project Run Window Help
| o> B @ B o | 0-Q | @™ @ | | L il e
%= Debug = = 8 |[¢o- variables 32 . 1 Registers nmadula;] £ ok ¢ o0 ® -
i T L = i = | ea - e Name | Type | Value
~ [c] Remote tracing [C/C++ Remote Application] ©-i int 3
<~ @ NonStop ¢9- thread3 pthread_t 3066370928
< of® Thread [1] [core: 0] (Suspended : Tracepoint 1, Record 4) P thread unsigned long [30] Oxbfccasac
= main() at NonStop.cpp:44 0x804864d P = message3 char * 0x8048821 "Thread 3"
55 Remote Shell ] o
-] gdb ad2 pthread_t 3074763632
- >
4 NonStop P = message2 char * 0x8048818 "Thread 2"
9= iret2 int (o]
CI—————_—_———————e )
[¢ Hello.cpp (@ Codan.cpp (I@ NonStop.cpp 2 = B | @ Breakpoints 2% i [
48 ;i-ret2 = pthreaa_create{ &thread2, NULL, thread execl, (void*) message2); [~] X %% & & = | = Iy -
41 iret3 = pthread_create( &thread3, NULL, thread exec2, (void*) message3);
42 e Hello.cpp [line: 112]
43 for (:i.|:|t_ i=0;i<15;i++) { e Hello.cpp [line: 128]
p ’;ﬁ::ﬁﬁ“"t“” ToBpNAE)E +o NonStop.cpp [line: 58]
46 pthread_create( &thread[i], LL, thread exec3, (wvoid*) &i); I &, NonStop.cpp [line: 41]
47 } I
48 J* Wait till threads are complete bhfore main continues. Unless we */ {
49 /* wait we run the risk of executing\an exit which will terminate */ | - T, R
5@ /* the process and all threads before Xhe threads have completed. = % Trace Control il et i =
51
S Last dated at: 09:53:29
52 pthread_join(thread2, NULL); Shupdalena
gi printf("Thread 2 returns: %d\n", iret2); Tracing with live execution
= Ehvasd_jose(ands, BOLL): Looking at trace frame 4, tracepoint 1
gg printf("Thread 3 returns: %d\n", iret3); Tracing is currently not active
. Buffer contains 11 trace frames
gg peturn A Currently using 6090 bytes out of 5242880
3 }, = I~ Tracing stopped because of user request
I S
R
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TRACING

> Need to understand what is going on in a system without causing
disturbance? — Tracing is for you

» Compared to logging, tracing typically records lower-level events
that occurs much more frequently

» Tracers are therefore optimized to handle a lot of data while having a
small impact on the system

» Static Tracepoint
—created by designer before compilation
—represent wisdom of developers who are most familiar with the code

—The rest of the world can use static tracepoint to extract a great deal
of useful information without having to know the code

© Ericsson | Eclipse Summit 2010



LTTng Low-Overhead Tracing Architecture

Host Tareet C/C++ Application Java Application Erlang Application
Tracepoint® (racepoim* KI’racepu-irl*
Java LTTng API Erlang LTTne API
LTTng C adaptor LTTng C adaptor
lib kttv traceread (LGPL) ust/libust iLGPL} ust/libust (LGPL) ust/libust (LGPL
= s '
Shared- ‘»iemnr} Trace- u:nrn:ml Shared-Memory | [race-control Shared Memory | LTace-control
per-CPU Buffers socket per-CPU Buffers socket per-CPU Buffers socket
£

Trace-control and
data-retrieval socket
using TCF protocol

L

=
3

=
ust/libustd (LGPL) | ustdibustctl (LGPL)
LTTng Daemon (LGPL
ng (LGPL) stlibustcd (LGPL)
- Concurrent trace sessions

Shell command
or scripting (GPLv2)

- Zero copy
- Streaming or regular mode for network and local file

- Flight recorder with save-on-demand Itt-control/libltctl

- Self-describing binary format highly optimized for huge traces
ltt-controldiblitd (L GPL) [ltt-controlliblttctl (L GPL

*Tracepoint Characteristics ; l
Linux g . :

-Low overhead, no trap. no system call T Troes = Trace-control virtual files
- Signal, thread and NMI Safe ;
- Wait- ; Li Kernel =

Wait-free reald—ccrpj. update inux Kern s Ticbanfe
- Cycledevel time-stamp g
- Dynamic activation g r
- Ee-entrant kernel tracing Shared-Mem ory LTTngFtrace

- Non-blocking atomic operations

-BSD license headers

per-CPU Buffers }llll-llllllllllllll

Tracepoint®




LTTNG PERS

=CTIVE

File Edit Navigate Search Project Run Window Help
e |~ | #- | ©
2 Project 82 - g% Contrnq = El] =+ Control Flow 58
< = MyFirstproject “||| sendmail 13589 : 763749454 Tracel-15316 4
< [= Experiments [10] ping 13589 763752479 Tracel-15316
b = Freescale [1] Itctl 13589 | 763755140 Tracel-15316 T
b = MyExp_70ME [1] UNNAMED 0 : 000000000, Tracel-15316 |
P = MyExp_9MB [1] Ittd 13589 ; 763758054 Tracel-15316 | [ |
I ~ &= MyExperimentl [1] Ittd 13589 781038220 Tracel-15316 ] ’
B Trace1-15316 fusrflocal/bin/lttctl 13589 873239052 Tracel-15316
b = MyExperiment2 [1] udevd 13589 | 7A3A9ATRA Tracel-15316 A
b & MyExperiment3 [1] i Resources I B R ® e & g YO
3 MyE: i it [1
& MyExperiment4 [1] Time scale: 13589:760 13589:765 13589:770 13589:775 13589:780 13589:785 13589:790
P = MySecondExperiment2 [2] L
) ) Bl Process Group [Tracel-15316]
b & MyThirdExperimentl [3] cPuo el B === [ - 7
P = smallExperiment [1] IRQ 1
= (= Traces [8] IRQ 239 ||
& 2010y05m28d SOFT_IRQ 1 e |
SOFT_IRQ 6
" freescale_trace SOFT_IRQ 9 g ]
B trace_70MB TRAP 14
B trace 9MB 7 -
| | > I [ [>]
= Statistics 2 B Properties] = 51 := Events - MyExperiment1 52 =8
Level ~ | Number of E Timestamp Source Type Reference Content [~]
- K Tracel-15316 15316 13589.780940723: Kernel Core | kernel/0/page_fault_entry Tracel-15316  write_access:0,address:0xb75961ac,ip:0xb770ebe0,trap_id:14 1
< = CPUs 13589.780949662; Kernel Core | kernel/0/page_fault_exit Tracel-15316 | res:512
= —— 3 . .
> o 15316 13589.780959249; Kernel Core | kemnel/0/page_fault_entry Tracel-15316 | write access:0,address:0xb765b220,ip:0xb765b220,trap_id:14
¥ = Event Types 13589.780966470: Kemnel Core | kernel/O/page_fault_exit Tracel-15316 | res:512
[ fd_state/0ffile | 1165 13589.780974235 Kernel Core | kernel/0fsyscall_entry Tracel-15316 | syscall_id:120,ip:0xb765b268
fs/0/close 14 13589.781038220 Kemel Core kemnel/0/process_fork Tracel-15316  child_pid:16890,child_tgid:16889,parent_pid:16889
[ fs/0/exec 1 13589.781073500; Kernel Core | kernel/O/sched_wakeup_new_task; Tracel-15316 | cpu_id:0,state:0,pid:16890
[ fs/0fioctl 17 13589.781342500! Kernel Core | kernel/0/syscall_exit Tracel-15316 | ret:16890
[ fs/0/llseek 8 13589.781482826; Kernel Core : kernel/0/page_fault_entry Tracel-15316  write_access:0,address:0xb76df630,ip:0xb76df630,trap_id:14 L
fs/0/open 10 | 13580 7R1499A35: Kermel Care | kemel/Ninane fault evit Trarel-15314 res:5172 b
fs/0/polifd | 295 Il Histogram 22 & Time Framew [ Pmblems} =0
fs/0/read 118 -
fs/Ofselect 603 ~Current Event Time, (sec}— Window Timerange, (sec}—— -Cursor Centered on, (sec)—
= fs/0/write 15 [13589.781038220 ]H [0.070361978 | ‘ [13589.759786489 ]‘ 0
[ fs/0writev 27 13589.759412128 13589.794954470
global_state/0, 1
[&] input/o/input_¢ 4 ~]
[>] ||13589.759412128 13589.907059242
e J
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ERICSSON

LTTNG HISTOGRAM, STATISTICS

[l Histogram 22 . &3 Time Framew = Problems] =0

49
-Current Event Time, (sec)—— Window Timerange, (sec)—— -Cursor Centered on, (sec)—
|13589.781038220 ]H |0.070361978 || [13589.795634340 ]‘ .

13589.760529585 13589.830844952

13589.759412128 13589.907059242

KI“_='I Statistics 3 =g
Level ~ | Number of Events | CPU Time Cumulative CPU Time Elapsed Time
-~ A Tracel-15316 0.060617118 0.876353906 0.762141301
= = CPUs
b [& 0 115316 0.060617118 8.497766916 0.762141301
b = Event Types
= [= Modes
b [l IRQ 99 0.003638321 0.008165658 0.004082829
b [ MODE_UNKNOWN | 12432 0 0 0
b [&] SOFTIRQ 89 0.001467848 0.00309494 0.00154747
b [ SYSCALL 11890 0.030586202 1.595780335 0.748304729
b [ TRAP 1319 0.006543252 0.031454274 0.008206273
b [ USER_MODE 487 0.018381495 0 0 -

© Ericsson | LinuxCon Tracing Mini-Summit 2010
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ERICSSON

LTTNG CONTROL FLOW, RESOURCES

=» Control Flow 52 B %@ & e alg e El]|
sendmail 16867 16867 16857 0 | 13589 ?63749454§ Tracel-15316 -
ping 16885 16885 16865 0 13589 | 763752479 Tracel-15316
Ittetl 16887 16887 30068 0 13589 | 763755140 Tracel-15316 [ 1 [ e NI
UNNAMED 16888 0 0 0 io0 000000000: Tracel-15316 [
Ittd 16889 16889 1 {0 13589 | 763758054 Tracel-15316 | ——
Ited 16890 16889 16889 0 13589 781038220 Tracel-15316
udevd 18054 18054 1 0 113589 | 763696784 Tracel-15316
Process Name Ittd

exima 21983 21983 1 0 13589 | 763699790 Tracel-15316 N I
icedove-bin 23348 2332 2327 |0 13589 | 763535631 Tracel-15316 State WAIT FORK I
icedove-bin 24301 2332 12327 |0 13589 763538501 Tracel-15316 Process Type USER THREAD I
sshd 24399 24399 1 0 13589 | 763702661 Tracel-15316 E—— 13589.781.038.220 I
acpid 24464 24464 1 0 113589 | 763705643 Tracel-15316 Stop Time 13589:785'3?1' 654 [
hald 24616 24616 1 0 13589 | 763708612 Tracel-15316 - 0:004 '333 '434' I 1
hald-runner 24617 24617 24616 0 | 13589 | 763711747 Tracel-15316 T I
hald-addan-ctnr 24ARAR PARRRI 2ARTTE N 13I5RG TARIATIARIT Trarael-1531A/ b
i Resources 3 hB%®&aa P =0
Time scale: 13589:765 13589:770 13589:775 131589:780 13589:785 13589:790 13589:795 13589:800 13589:805 13589:810 13589:815 13589:820 13589:825
= Process Group [Tracel-15316] |

CPU O i W : I L E [ = - i

IRQ 1 Process Name CPU O

IRQ 239

Class Name

SOFT_IRQ1 I -

SOFT IRQ 6 State busy

SOFT_IRQ 9 Start Time 13589:780.949.662

TRAP 14 | stopTime 13589:781.482.826

Duration 0:000.533.164 -

<] [2]
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UPCOMING FEATURES

» Other trace format
— Linux User Space Tracing
— Text format

— De-facto standard format Multi-core

— Heterogeneous traces association, Embedded Linux Forum, Samsung,
— GDB Tracepoints Ericsson, Mentor Graphic, WindRiver, IBM, Freescale,
_g look TI, Nokia-Siemens Network, National Instruments, etc.
ource lookup www.multicore-association.org/workgroup/tiwg.php
— Performance tuning Common Trace Format Requirement:
http://lwn.net/Articles/408824/
Common Trace Format Implementation:
) Analyses http://lwn.net/Articles/408825/

» General
— Tracing tool control
— Trace streaming

— Time correction (traces synchronization)
Multi-core, multi-level, multi-node

— Timing dependencies (between processes)

— Latency Analysis

— Pattern matching (security e.g. intrusion detection)

© Ericsson | LinuxCon Tracing Mini-Summit 2010



ERICSSON

TMF-ARCHITECTURE
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ERICSSON

LTTNG = TMF INTEGRATION

ControlFlow Resources Statistics
View View View

ome other mel State Histogram

Analysis Tool System View

Some other

Experiment/ Events
Traceset View

Trace 1 Trace n
View
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ADDITIONAL ONLINE RESOURCES ™

Eclipse CDT DSF-GBD lead: marc DOT khouzam AT ericsson DOT com
cdt-dev@eclipse.org

CDT Multi-core debugging http://wiki.eclipse.org/CDT/designs/MultiCoreDebug,
http://wiki.eclipse.org/CDT/MultiCoreDebugWorkingGroup, http://wiki.eclipse.org/PinAndClone

http://gcc.gnu.org/wiki/summit2010

Advanced Tracing Features using GDB and LTTng, Real-time debugging using GDB
Tracepoints, GDB Tracepoints: From Prototype to Production

http://gcc.gnu.org/wiki/HomePage?action=AttachFile&do=get&target=2009-GCC-Sumn

Using Eclipse for Reverse, Multi-Process and Non-Stop Debugging with GDB p.65,
GDB Tracepoints, Redux p.105, Hybrid multi-architecture debugging with GDB p.137

http://www.gccsummit.org/2008/gcc-2008-proceedings.pdf Non-stop Multi-Threaded
Debugging in GDB p.117

Eclipse LTTng plug-in lead: francois DOT chouinard AT ericsson DOT com
linuxtools-dev@eclipse.org

http://www.eclipse.org/linuxtools/projectPages/Iting
http://www.lttng.org, http://lttng.org/content/success-stories

© Ericsson | Eclipse Summit 2010
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