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Context: IoT Device Management (DM)

IoT Device Management (DM) is
“An essential set of management capabilities in the Internet of things (IoT), providing support for, but not 

being limited to device remote activation and deactivation, diagnostics, firmware/software updating and 
sensor node working status management” [ITU-T,Y.4000Y.4702].

Inferring Threatening IoT Dependencies using Semantic Digital Twins

https://www.intuz.com/guide-on-iot-device-management

https://www.intuz.com/guide-on-iot-device-management
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Context: multi-actor, siloed DM

In practice, DM is ensured by multiple actors, each actor proposes its own DM solution. 

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins
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❑ Siloed and chaotic management of IoT 
devices by different actors.

❑ Cascading failures are hard to manage 
by these siloed DM solution.
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Problem statement

The first step to help these siloed DM solutions in managing cascading failure is the identification of IoT 
dependency topology.

However,

IoT dependencies are dynamic.

IoT dependencies are governed by different actors.

IoT dependencies are represented using heterogenous data models.

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins
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A unified, global view of IoT dependencies

DM solution

Operator
DM solution

Device 
manifucturer

DM solution

Service 
provider

Dependencies as a service

Federative Entity

Goal
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Framework

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins

 e i e 

man f  t  e 

 e  i e 

  o i e 

  e ato 

 e i e 

man f  t  e 

 e  i e 

  o i e 

  e ato 

   eatening  e en en ies 

 ata so   es    manage s

     onte t   t a tion      ntit   esol tion      e en en    nfe en e

- Collaborative and automatic identification of dependencies between IoT devices.
- Based on Digital Twin technology and Semantic Web standards.

Orange Digital Twin research Platform
Thing in the future

1 2 3
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Business Use Case: Cascading Failure management in a Smart Home 

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins 

- Cascading Failure management in a Smart Home managed by multiple DM actors such as Orange 
and Samsung.
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Business Use Case: Cascading Failure management in a Smart Home 

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins 

Consider the following scenario:

Alarm

Device 
manufactureruser

Failure on the Alarm
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Business Use Case: Cascading Failure management in a Smart Home 
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Device 
manufacturer

Alarm

Smoke Sensor 

Temperature Sensor 

Presence Sensor

hasDependencyTo

If not in Home and detect presence, 
Then turn on Alarm 

Analysis results:
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Conclusion and future work

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins 

A multi-agent system to enable autonomous and collaborative cascading failure management 
across heterogenous DM solutions.

A standard-based framework for dependencies inference in heterogenous, multi-
actor scenario.

Combine Semantic Web and Digital Twin technologies. 

Future Work

Conclusion

Integrated to Orange digital twin research platform Thing in the future.
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Appendix
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Context: Dependencies-related threats

RebootUpdate

DM solution DM solution

Connectivity 
dependency

DM failures

Application-based
dependency

Air conditioner (AC)

Automation rule: 
IF AC desactivated THEN Open window

Smart window

Attacks2 3

The isolated DM solutions are limited when dealing with dependencies-related threats.

Application 

level

Device

level

Cascading failure1

Service 
dependency
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Framework: IoT Dependency Characterization

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins

IoT behavior: A multi-level interaction-based behaviorIoT dependency Taxonomy

Application-based interaction

Device-Device interaction

Environment-based interaction

✓ Interactions among IoT devices generate direct and indirect dependencies between them.

✓ Dependencies are unidirectional relations between two IoT devices.

✓ An IoT device is directly dependent on another if it explicitly uses it to accomplish its function.

✓ An IoT device is indirectly dependent on another if its behavior is dependent on it.
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Framework: IoT Dependency Modeling

IoT-D is a semantic ontology that allows a unified representation of context data describing
dependencies between IoT devices.

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins
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Framework: Context extraction

Hypothesis: The DM actors provide the data extraction modalities from DM solutions via Thing’in, 
using the standard de W3C Thing Description

Output:

Example of a modality of  data 
extraction

Extracts dependencies context data from DM solutions, then transforms the extracted data to a 
knowledge graph according to the IoT-D model.

DM solution

Operator

DM solution

Device 
manufacturer

DM solution

Service 
provider

Extracted knowledge graphs 

:Gateway rdf:type

IoTd:ConnectivityDevice;

td:hasPropertyAffordance[ 

td:hasForm [     

hctl:forContentType

"application/json";

hctl:hasOperationType

td:readProperty ; 

hctl:hasTarget "{$USPLink}/dataModel

=Device.IEEE1905.NetTopology."]

]. 
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Framework: Entity resolution

Identifies and links similar entities in the extracted knowledge graphs, using SHACL semantic 
reasoning another W3C standard.

Output:

Extracted knowledge graph

Semantic reasoner

owl:sameAsowl:sameAs

Resolved knowledge 
graphs

Hypothesis: The extracted knowledge graphs contain a set of resolution attributes for each entity.

Enriched by a set of 
resolution attributs

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins 

{att1, att2,..}

{att1, att2,..}

{att1, att2,..}

{att1, att2,..}

{att1, att2,..}

{att1, att2,..}

Reasoning rules



19

Framework: Dependency inference

Identifies the dependency topology from the resolved knowledge graph using SHACL semantic reasoning.

Semantic reasoner

owl:sameAsowl:sameAs
Resolved knowledge 

graph

Dependencies 
topology

Output:

Eclipse IoT days Inferring Threatening IoT Dependencies using Semantic Digital Twins 

owl:sameAsowl:sameAs

IoTD:dependsOnIoTD:dependsOn

owl:sameAsowl:sameAs

owl:sameAsowl:sameAs owl:sameAsowl:sameAs

Example of state-based dependency
inference rule

Reasoning rules
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SHACL standard features
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Semantic Web stack


