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ABOUT ME

ERICSSON

> Working with CDT Debug since 2007
> CDT project co-lead, lead for Debug component
> Things you don't like about CDT Debug are probably my fault
> You can help get them improved
> Give feedback

> Open bugs

> Contribute 5
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ERICSSON

» Running the debugger
_ , And one demo chosen

> No more Printf-debugging by YOU

» Examining debugging data

» Controlling execution

» Multi-thread and beyond

» More advanced topics

» Future plans
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- STAND-ALONeE DeBUGGER

ERICSSON

» Easy installation through its own package
— https://eclipse.org/cdt/downloads.php
— https://wiki.eclipse.org/CDT/StandaloneDebugger

) & CDT Downloads %

- e D https://eclipse.org/cdt/down & cDT 8.8.1stand-alor x _—
CDT 8.8.1 for Eclipse Mars L & & [ download.eclipse.org/tools/cdt/rel ¢

1L
Eclipse package: Eclipse C/C++ IDE for Mars.2.

p2 software repository: hitp://download.eclipse.orgftools/c CDT 8- 8- 1 Stand_alone RCP deb “gger

The git repos have been tagged with the CDOT_8_8_1 tag. Y«c

» cdt-stand-alone-debugger-1.1.1-20160205-0501-linux.gtk.x86.tar.gz (77.5M)

Archived p2 repos: - cdt-stand-alone-debugger-1.1.1-20160205-0501-linux.gtk.x86_64.tar.gz (77.6M)
_ » cdt-stand-alone-debugger-1.1.1-20160205-0501-win32.win32.x86.zip (78.0M)
" cdresdzip  cdt-stand-alone-debugger-1.1.1-20160205-0501-win32.win32 x86_64.zip (78.1M)

m cdi-8.8.0.zip

m cdt-B.7.0.zip

CDT also provides its debugger as a stand-alone RCP application which can be downloaded and installed on its own,
from: http://download.eclipse.orgl/iools/cdi/releases/8.8.1/rircp

The RCP stand-alone debugger has its own p2 software repository to be used within the RCP itself to upgrade it: 5
http://download.eclipse.org/toocls/cdt/releases/8.8.1/rircp-repository
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- STAND-ALONeE DeBUGGER

ERICSSON

» Easy launch: ./cdtdebug -e myBinary

Eclipse C/C++ Stand-alone Debugger -0
File Edit Search Run Window Help
® O e S T = v Q0 v B F v
i Debug 2 i @ ~ = @ w®=-variables i |% Breakpoints ! Registers =\ Modules =
¥ [c] home |mckhou_testing_loopfirst [C/C++ Application] %k B e G v
v & loopfirst [22889] [cores: 0] i Type o
¥ of* Thread #1 [loopfirst] 22889 [core: 0] (Suspended : Step) o § P g
e main() at loopfirst.cc:10 0x400570 e i R
s gdb (7.11) : :
oopthird.cc [ gdb.c ' [d loopfirstec B s = B | g outline B Console 52 - 0
§ #include <stdio.h> = B ol Blals -8vo-
4 int j = 9; _home_lmckhou_testing_loopfirst [C/C++ Application] loopfirst
5 iis 36
G=int main() { iis 37
7 int max = 908; iis 38
8 for (int i=0;i<max;i+) { 1 @s 39
9 printf("i is %=d\n",i}; iis 40
» 10 sleep(1l); iis 41
11 } iis 42
12 return ©;
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ERICSSON

POST-MORTEM DeEBUG

» Examining a core file: Variables, Registers, Memory
» ./cdtdebug -c coreFile -e matchingBinary

1 Debug = i+ @ ¥ = 8 ||=-variables 2 % Breakpoints | =\ Modules = B
v [t] DSFTestApp Core [C/C++ Postmortem Debugger] =R i
v il? DSFTestApp Name Type Value
¥ i Thread #1 28327 (Suspended : Container) w0- arge int 1
= dup() akt DSFTestApp.cpp:203 0x4016Fd > » argy char #* OXTFFFEFEFF1S
= main() at DSFTestApp.cpp:244 0x4018b1 > @b int [5] ox7FFFEFFFdcco
wd 9db.7.9(7.9) )= um wchar_t 32767 L'E'
> (= array_small int [4] Ox7FFFFFFFdcFO
= de int 0
[t DSFTestApp.cpp &2 = B |2 console| 0 Memory i Registers 3 = b
thatIsABigArray[i] = i; = t R e e v
} ' -
Name Value Descript|”
fln?t my[fF}oatH]: rbp Ox 7FFFFFFFde30
myFloat[@] = 4.6;
myFloat[1] = 3.14; rsp Ox TFFFFFFFD1a0
myFloat[2] = 6; r8 4294967295
myFloat[3] = (float)l/(float)3; rg 0
dup(); r10 34
- . r11 582
int x = 1;
while(x < 5){ ri2 4199104
ff sleen(1]): e r3 140737488346896 ot




ERICSSON

PROJECT-LESS DEBUG

» Debug any binary!

=

File Edit Source Refacy
b | B~
B P E regs

o S

No need
to create
a project

Debug Configurations
Create, manage, and run configurations

MName: l Project-less debugging

£| [ Main e Arguments B8 Environment| %5 Debugger | - Source ™1
C/C++ Application:

= [E] C/C++ Application

@ Project-less debugging

| rmpranyBinary | | search Pru}ect] | Browse..
= [E] C/C++ Attach to Application Project: ——
[E] Aattach Project-less debugging
= [€] C/C++ Postmortem Debugger | [ __]_ R
[€] Core file Project-less debugging ul requi re launchung
= [E] C/C++ Remote Application Build configuration:

[©] Remote Project-less debugging
@ Eclipse Application
[€] GDB Hardware Debugging ) Enable auto build
EF Java Applet @ Use workspace settings
1 Java Application
Ju JUnit
Ju JUnit Plug-in Test
# Launch Group
# 05SGi Framework
Z, Remote Java Application

k1 Select configuration using "C/C++ Application’

(" Disable auto build

T [ )

Using GDE (DSF) Create Process

5 Apply Revert
Filter matched 17 of 17 items Launcher - Select other.., = | l
@ Debug | Close




\
fﬂ5

ERICSSON (@) - -
®
-

- - -
- - -
-
...
@0 °NO MORE PRINTF-DEBUGGING
-
e® .
® o -
- -



=

- PRINTF DEBUGGING

ERICSSON

+ Still much too popular
— Comfortable, familiar, easy

* Costly efficiency limitations
— EXxpensive debug cycle
1.Recompiling
2.Redeploying to target
3.Repeating steps to reproduce issue
— Info provided is fixed per debug cycle

> Multiple such debug cycles

10
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» Familiarity meets flexibility and efficiency!

COMPILED
PRINTE DYNAMIC PRINTF

DYNAMIC-PRINTF

v

DEBUGGER

11
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DYNAMIC-PRINTF

ERICSSON

» Printf dynamically inserted by debugger in executing program
» Prints in same location as compiled-printfs
» Same syntax as compiled-printf

» No recompiling! No redeploying!

12
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ERICSSON
Toggle Breakpoint Shife+Ctrl+B
Add Breakpoint... Ctrl+Double Click

Add Dynamic Printf...

Disable Breakpoint

Breakpoint Properties...

DYNAMIC-PRINTF

Breakpoint Types 8

» Handled as CDT breakpoints

Build Selected File(s)
Clean Selected File(s)

Go to Annotation

Add Bookmark...
Add Task...

r size (8))) =

(}]) + samename

v show Quick Diff Shife+Cerl+Q Prapeities for G s Aine Dynamis frintt 2@ |
. Common Common =
show Annotation
. Class: CfiC++ Line Dymamic Printf
v ShDW Line ﬂumbers File: fhome/imckhouw/ rntime-TestDSF/DSFTestApp/fsro/DEFTestApp.cpp
Fglding ¥ Lime pumber: | 226
& Enabled
Preferences... Conditas:
=] LTSI LS Ly, ignore count: [0
31 fArray[8] = 8.0; '
32 fArray [ 29 ] =12.8: printf| |"Hlt line %d of bSﬂesl‘._.ﬂ.pp.cpp'n,n'.zzﬁ
33

13
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ADVANCED DEBUG HOVER

ERICSSON

[¢] Producer.cpp % . [g Consumer.cpp 1 [¢| Factorial.c 1 [¢| PrettyPrinting.cpp 1

return NULL;
}

// Send some content to port 18018 at variable intervals of 1 to 4 seconds
 void *produce(void *ptr) {
printf("I am the %s thread\n", (char#)ptr);

struct sockaddr in addr;

(<]

int sd; Expression Type WValue
if ((sd = socket(PFsz [= sockaddr_in
EE;::H;SMKHI 6= sin_family jsa_family_t 2
} )= 5sin_port ;in_port_t | 6695
e Name : addr

Details:{sin family = 2, sin port = 6695, sin addr = {s addr = 16777343},
Default:{...}
Decimal:{...}
Hex:{...}
Binary:{...}

» In-hover expression view
» Detall pane
» User can modify data directly

16
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-~ PRETTY-PRINTING

ERICSSON

» STL classes inspect poorly e.g., Vector, List, Map

9= Variables &2 - % Breakpuints]ﬁ":f!" Expressiﬂnsw it Pegisters} = Modules} €2 = =08
Name Type Value -
= coll std::vector<std::vector<int, std::allocal {...}
— (= std:;_ Vector base<std:vector< std:: Vector base<std::vector<int, std:i {...}
<= (= M _impl std:: Vector base<std::vector<int, std:} {...}
P (= std::allocator<std::vector: std::allocator<std::vector<int, std::allo: {...}
P » M start std::vector<int, std::allocator<int> > * 0x8055358
P » _M_finish std::vector<int, std::allocator<int> > * 0x8055388
[ » M end of storage std::vector<int, std::allocator<int> = # 0x8055388
b (= str std::string {...} v
[ T B
Name : coll A
Details:{<std:: Vector base<std::vector<int, std::allocator<int> =, std::allocator<std::vect
Default:{...}
Decimal:{...}
Hex:{...}
Binary:{...}
Octal:{...}
[T [>] 17




=

-~ PRETTY-PRINTING

ERICSSON

» Pretty-printers provided with STL library

» Values of elements can even be modified by user!

(= Variables & % Breakpoints}‘%{" Expressions‘ bt Registersl B\ Mndules‘ - 0O

+k i s
Name Type Value
= coll
v (& 0] std::vector<int, std::allocator<int>> | {..}
¢ [0] int 1
6= [1] int 2
& [2] int 3
v @[] std::vector<int, std::allocator<int>> | {...}
= [0] int 10
- [1] int 11

.3

Name : coll =
Details:std::vector of length 4, capacity 4 = {std::vector of length 3, capacity 3 = {1, 2, 3]

Default:{...}
Decimal:{...}
Hex:{...}

Binary:{...}
MNetal - f 1
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- PER-ELEMENT FORMAT

ERICSSON

» Ability to set format per element

» Variables, Expressions, Registers views

% Breakpointslé’,‘f Expressions 53 = Variables | ! Registers| = B
Expression Type Value Address
W= Group-pattern 54 unigue matches
» 23 int [2] Ox7FFFFFFFdbFO | OXTFFFFFFFADFO
¢9- aba int 100100 (Binary) L O TRFFFFFFAlerla
(- argc o 1 Select all Cerl+A
> % argv char ** Ox 7FEFEFFFdAFS [ Copy Expressions Cerl+C
. > (® array_large int[111] OX7FFFFFFFd6e0 ¥ Remove
> = array_small inkt [4] Ox 7FFFFFFFdbdo - -
e mp int [5] OxTFFFFFFFdba0 Number Format Details
o = bbb int *[5] OxTEFFFFFFdaen Find... Ctri+F Default
(' char 0'\0' % Add Watch Expression... Decimal
)= de int 0 (Binary) Disable =
S N Enabilo = Binary
Name : aba s .
Details:36 Edit Watch Expression. S
Default:36 €% Add Watchpoint (C/C+4)... Restore To Preference
5:2%;2;36 ®, Cast To Type...
Binary:100100 x[1 Display As Array...

~ Octal:044 %Y watch
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MODIFYING DATA

ERICSSON

0 Memory Browser[E Consnle(fl Memory £ MR E
Monitors 4 % % |0xb6516360 : 0XB6516360 <Hex> £2 . < New Renderings...

* xbB516360 Address 9 -3 4 e -8 IC-F

¢ &delay B6516360 0100006 HEHBFBHH 00000042 0200271A
B6516376; 7FOO00E L UEUUNNNYT 00000000; 0O02EGBGB
B6516386. ©00ODOEO; 0ODOOOO: 886451B6; GEGIFBBY
B6516396; 46900408; 02000000: 02000000; 02000000
B65163A6: 44645186 0EOO0OOL: 0OEEEE0E: 0OEOEOOE
B6516366; 000000CO: 0OOOOOOE: 706B51B6; 0OEOEOEE
B65163C0. ©0OODEOE: DEO0OODE; 000E0OOE: 0OOBEOOO
B65163D6: ©00OD0EO: BOEOOOOE: DOEEBEEE: BODEEOOO

DECISACh [aTalaTalalalalsl [aTalalalatalalsl [aTalalalalalalsl [aTalalalalaTalsl

B
)= Variables &3

» Modifying data during execution; || ame Type Value

» pir void * 0x 8049046

— Memory view t9- msg char fz ;t;n
— Variables view b (= addr sockaddr _in 1;

. . 9= sd int 5

—  Regqisters view w-delay | int X
—  EXxpressions view

— Hover
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ERICSSON

» Return value shown after step-return

ot - Bicimiginizl(E)e » > mis -0 A io® s
. A,
¥ Debug 2 o e Y= EI/ tiii Regiskers [N= Variables 2 - % Breakpoints}"fﬁ“ Expressionsw
¥ [c] test [c/c++ Application] hlame Type Valua Location
¥ of? test [942] [cores: 1] computeValue() returned  int 84
v 4 Thread [1] 942 [core: 1] (Suspended : Stgp) — it 28 FOXTfffesse
= foo() at tesk.cc:6 0x4004db
= main() at test.cc:13 0x400500 Name : computeValue() returned
vl gdb Details:84
Default:84
Decimal:84
When at line 2, pressing step-return Hex:0x54
will trigger showing the retumn value Binary:1010100
Octal:0124
i€l DSFTestApp.cpp (@ test.cc 52 P10 = 8 ||Econsole % . 0 Memorﬂ i Disassemblﬂ
1-Ant computeValue(int i) { test [C/C++ Application] test
return 1*3;
3}
4

5-int foo(int i) {

if (computevalue(i) = 0) [
return 1;

else
return 2;

12=int main() {
13 foo(28);
14 return 0;
15 }

16

21
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RETURN VALUE ON STeEP-OVER

» Currently return value shown only after step-return

o Bieim ol

CEES A A AN B A

(D)= = »

#s Debug 52 ) BT

i e V‘:'EI/"

aisi Regiskters [N= Variables 53 % Breakpoints}ﬁf!@:Expressionsl

¥ [E] test [c/C++ Application]
¥ 12 test [942] [cores: 1]
¥ ¢ Thread [1] 942 [core: 1] (Suspended : Stgp)
= foo() at test.cc:6 0x4004db
= main() at teskt.cc:13 0x400500
i gdb

When at line 2, pressing step-return
will trigger showing the return value

larna Tuca MNaluos Locabion
FF

= computeValue() returned  int

T8 TOXTHHHTESST

Name : computeValue() returned
Details:84
Default:84
Decimal:84
Hex.:0x54
Binary:1818160
Octal:@124

.

Afl DSFTesApp.cpp l@ test.cc =X - o

5 ||E console % @ Memory |2 Disassembly

1-4Ant computeValue(int i) {
return i*3;
¥
=int foo(int i) {
return 1;

else
return 2;

DWW AW

=
-

if (computevalue(i) > @) [ |

test [C/C++ Application] test

» Plans to show return value after a step-over
» Could be multiple values for a line such as:
— add ( multiply(6,2), divide(9, 3) );
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=N

ANC

cD-eXPRE

SIONS

» Shell-like pattern-matching for variables and registers

41 Expressions 52 w5 B | ¢ % i & Y= 0O
Expression Type Value
v (#|; =%eax ; =array[1,6] | Group-pattern 4 unique matches
6= i int 9
)= $eax int32 t -1
- array[1] int 1
- array[6] int 6
=%eb* ; =um? Group-pattern 5 unique matches
» $ebp void * Oxbfffefe8
9= $ebx int32_t -1073747096
9= um?2 wchar t 1259 L"201"
G9= um3 wchar t 255 L'y"
()= uUm4 wchar t 256 L'A’
< (= =array[305-308] Group-pattern 4 unigue matches
- array[305] int 305
- array[306] int 306
- array[307] int 307
9= array[308] int 308
v Group-pattern 54 unique matches
b= a int [2] 0xbfffef0s
- aba int 882090000 ]
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— ENHANCED-EXPRESSIONS S
ERICSSON

» Support for pattern-matching and expressions groups
» Provides alphabetical sorting

— Pattern-matched local variables
* =v?r — Show all local vars matching pattern
* =* — Show all local vars alphabetically

— Array ranges
* =myarray[30-40] — Show elements 30 to 40

* =myarray[1-3,20,23-24] — Show elements 1,2,3,20,23,24
24



> ENHANCED-EXPRESSIONS Qv,

ERICSSON

» Support for defining expressions and expressions groups

— Pattern-matched registers
* =$xmm* — Show all registers starting with xmm
» =$* — Show all registers

— Semi-colon-separated groups
* var1; var2 — Group which children are var1 and var2
* var1;=" — Show all local vars with var1 being shown first

25
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» Super-set of Variables and of Registers views

=N

ANC

cD-eXPRE

SIONS

41 Expressions 52

Expression

v (#|; =%eax ; =array[1,6] | Group-pattern

= |

)= $eax
- array[1]
- array[6]

=%eb* ; =um?

» $ebp
9= $ebx
)= um2
=)= um3
(=) um4

< (= =array[305-308]

- array[305]
- array[306]
- array[307]
9= array[308]
- (B
b (=a
- aba

% B % K I H|% Y=0

Type Value

4 unique matches
int 9
int32_t -1
int 1
int 6
Group-pattern 5 unique matches
void * Oxbfffefe8
int32_t -1073747096
wchar t 1259 L"201"
wchar t 255 L'y"
wchar t 256 L'A’
Group-pattern 4 unigue matches
int 305
int 306
int 307
int 308
Group-pattern 54 unique matches
int[2] 0xbfffef0s
int 882090000 ]

26
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RUN-TO-LINE

» Run-to-line
— Ctrl+R — Execute program until selected code line

— Or right-click on selected line in editor for menu option

[ DSFTestApp.cpp 2 €] Producer.cpp | a.cc

BWN DW= U A WN DW=~ & W

Step Into Selection

£
int* ptr = &i; =
food* TTPtr = &ffT;
int aba; 3. Move To Line

bar s = ff; :
) ” L. Resume AL Line
wchar t um = 0xe4; // a -

n Ky ;
wchar t um2 = 0x81; // Invisible. 1 =¥ Add watch Expression...

wchar_t um3 = OxFF; //§ Profile As

wchar t um4 = @x1e0; //A Debug As

returnArray(b); S
Team

EfireturnFood (FREIIIIININE  compare with

Replace with
int longarray[1le08]; eplace Wi

int *longarraypointer; Preferences...
longarraypointer=&longarray[0];
int shortarray[10]; Input Methods

shortarray[@] = 260;
int *shortarraypointer;
shortarraypointer=&shortarray[@];

int array small[4] = {0x41424344, 0x45464748}; // Decimal:

Ctri+F5

Show IASTNode in DOM View pr—

ctrl+R |

"1094861636", "11¢

31
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— STEP-INTO-SELECTION
ERICSSON
» Ability to specify which method to step into

— One step to step into 'substract’ instead of 5

int result;
int a=4, b =25;

add(4,7);
multiply(5,4);

result = 5uhtrac%§ multiply( add( a, b ), 3 ), 5 );

32
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& MOVE-TO-LINE & RESUME-AT-LINE g‘b

ERICSSON

» Move-to-line: set execution line to selected one
» Resume-at-line: move-to-line and automatically resume

» From Run menu or editor right-click menu

E Terminate Ctrl+F2
Resume Without Signa
. Step Into F5

3 Step Over F6

Step Return

oi :
l=€>I Run to Line Ctri+R
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ERICSSON

REVERSE DEBUGGING =

[ STEP PROGRAM BACKWARDS I

» Recording of program execution
> Replay in reverse

» Allows to examine past execution
without restarting it

» Reve rse-step, reverse-resume

» Can use breakpoints set in the 'past’

%> Debug &3

np- & i%.ﬁi‘s--n?

+ [c| DSFTest 7.3 [C/C++ Application]
+ 5 /home/imckhou/runtime-TestDSF/DSFTestApp/De
= of* Thread [1] 8099 [core: 1] (Suspended : Step)

= secondScope() at /home/Imckhou/runtime-

= main() at /home/imckhou/runtime-TestDSF/
sl gdb

New buttons to

control reverse
execution

34
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ERICSSON

» Software recording
— Code path
— Variables changes
— Register changes

— Memory changes

1 Debug =2

<0 Ok

REVERSE DEBUGGING =

¥ 1% DSFTestApp [15502] [cores: 2]

e gdb.7.10(7.10)

i*=Variables &2

Name
> = bbb
&)= um2
* » testEnv
> (@ kk

= O
> £ H D i |&ls -
v [c] DSFTestApp 7.10all-stsop [C/C++ Application]
¥ of® Thread #1 [DSFTestApp] 15502 [core: 2] (Suspended : Step)
= main() at DSFTestApp.cpp:305 0x401eb1
% Breakpoints | Expressions | il Registers | B
Type Value
int *|5] Ox 7FFFFFffeab0
wchar_E 129 L'\201"
char * Ox7FFFFFFedds "\ 2011y 177"
bar {.}

> (= myFloat

= -

float [4]

OX7FFFFFFFebs0 35
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- REVERSE DEBUGGING

ERICSSON

» Hardware recording
— Code path only

— Requires Intel(R) processor

1 Debug 52

=S

€l [

w5 gdb.7.10(

IS S
v [c] DSFTestApp 7.10 all-stsop [C/C++ Application)

v ¥ DSFTestApp [15502] [cores: 2]
¥ i Thread #1 [DSFTestApp] 15502 [core: 2] (Suspended : Step)

7.10)

S DB

main() at DSFTestApp.cpp:305 0x401eb1

i*=Variables 52

% Breakpoints | Expression:

MName Type Value
» (= bbb int *[5]
)= um2 wchar_t
> » testEnv char *
> (= kk bar
> (= myFloat Float [4]

i

36
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NON-STOP DeBUGGING

» Program continues execution while suspending some threads

> Reduced intrusiveness

thnebug XN &8 o -

< [c] Multi-process debugging [C/C++ Application]
< 1 testing/loopsecond [4940] [cores: 0]
»@® Thread [5] [core: 0] (Running)
- 1@ testing/loopfirst [4966] [cores: 1]
< 4 Thread [4] [core: 1] (Suspended : Breakpoint)
= main() at /home/imckhou/testing/loopfirst.cc:8 Ox&

< 1 /home/imckhou/runtime-TestDSF/NonStop/Debug/NonSt
»® Thread [3] 5005 [core: 1] (Running)
< o Thread [2] 5004 [core: 1] (Suspended : Breakpoint)
= thread_execl() at /home/iImckhou/runtime-TestDSI

= start_thread() at Oxb7fbb96e
= clone() at Oxb7dedade
»@ Thread [1] 4999 [core: 1] (Running)
» gdb
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- MULTI-PROCESS DEBUGGING

ERICSSON

One gdb

controlling many
processes

%% Debug 2 = o0 m & | 2 = ® i O & | e ¥ =08

= [c] ProducerConsumer [C/C++ Application]
+ o2 fhomefimckhou/runtime-TestDSF/Consumer/Debug/Consumer [12825] [cores: 0,1]
<~ o Thread [6] 12830 [core: 1] (Suspended : Breakpoint)
I consume() at /home/imckhou/runtime-TestDSF/Consumer/src/Consumer.cpp:127 0x Bmaccel
start_thread() at 0xb7fb896e
clone() at Oxb7deaade
2 Thread [5] 12829 [core: 0] (Running)
»® Thread [4] 12828 [core: 1] {(Running)
¥ Thread [3] 12827 [core: 1] (Running)
¥ Thread [2] 12825 [core: 1] (Running)

~ 5 /fhome/imckhou/runtime-TestDSF/Producer/Debug/Producer [12805] [cores: 0,1]

< o Thread [10] 12835 [core: 0] (Suspended : Breakpoint)

produce() at /home/imckhoufruntime-TestDSF/Producer/src/Producer.cpp: 127 0x8048cc9 I

start_thread() at 0xb7fb896e

clone() at Oxb7deaade

* Thread [9] 12834 [core: 1] (Running)

mn Illm

»2 Thread [8] 12833 [core: 1] (Running)

2 Thread [7] 12832 [core: 0] (Running)

»® Thread [1] 12805 [core: 1] {Running)
¢ gdb

HE
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£ FOCUS ON SUSPENDED THREADS

ERICSSON

» Crowded display when program has many threads
— What is really of interest?
— Threads actively being debugged, i.e., suspended

35 Debug 2 . i i

— Enable from preferences  © Praducer [+ Appication

= 1# /homefimckhoufruntime-TestDSF/Consumer/Debug/Consumer
| +® Thread [10] 15160 [core: 1] (Running) |

s Debug ;3'"\\ ; s = = M| = @ Thread [7] 15158 [core: 1] (Suspended : Breakpoint)

dowork() at Consumer.cpp:84 0x8048b8b

work() at Consumer.cpp:97 0x8048bdd

< [ Producer [C/C++ Application]
= 1@ jhomefimckhou/runtime-TestDSF/Consumer/Debug/Consumer [15146] [cores: D.l@ filtered running threadﬂ
= o Thread [7] 15158 [core: 1] (Suspended : Breakpaint) start_thread() at 0xb7fb796e
= dowork() at Consumer.cpp:84 0x8048b8b clone() at Oxb7de%ade
work() at Consumer.cpp:97 0x8048bdd +#® Thread [6] 15155 [core: 0] (Running)
start_thread() at 0xb7ib796e @ Thread [4] 15153 [core: 1] tRunning}

EAOMEL Y S DR e +® Thread [2] 15146 [core: 1] (Running)

= 1 /homefimckhou/runtime-TestDSF/Producer/Debug/Producer [15115] [cores: 0, 1@ filtered running threa ﬂsﬂ F T - p— - d
- % ]
< @ Thread [8] 15157 [core: 1] (Suspended : Breakpoint) 5 home/imckhou/runtime-TestDSF/Producer/Debug/Producer [1:

m o mm

doWork() at Producer.cpp:86 0x8048c8b [+® Thread [9] 15159 [core: 1] (Running) |
work() at Producer.cpp:99 0x8048cdd = 4@ Thread [8] 15157 [core: 1] (Suspended : Breakpoint)

start_thread() at 0xb7fb796e

clone() at 0xb7de9ade

+ o® Thread [1] 15115 [core: O] {Suspended : Breakpoint)
= main() at Producer.cpp:175 0x8048fc7

doWork() at Producer.cpp:86 0x8048c8b
waork() at Producer.cpp:99 0x8048cdd
start_thread() at 0xb7fb796e
& clone() at Oxb7de%ade
e +# Thread [5] 15154 [core: 1] (Running)
Eﬁ' Thread [3] 15152 [core: 0] {Runnina
= ® Thread [1] 15115 [core: 0] (Suspended : Breakpoint)
= main() at Producer.cpp:175 0xB048fc7
»i gdb

Only suspended threads are shown

m n mom




ERICSSON (@) - -
-
-

- - -
- - -
-
...
@ee N\IORE ADVANCED TOPICS
-
e® .
® o -
- -

46



-
—

ERICSSON

GDB AND GDB CONSOLE

» GDB is the brains behind CDT Debug
» Can use gdb command-line from eclipse
» Currently very basic.

B console 3 < = EEIEIGEEGCD =

.
8

Producer Local [C/C++ Applicati O 1 Producer Local [C/C++ Application] gdb traces

() 3 Producer Local [C/C++ Application] Producer

inferior 1

[Switching to inferior 1 [process 3185] (/home/Imckhou/runtime-Lindholmen/Producer,
[Switching to thread 5 (Thread 8xb6516b78 (LWP 3117))]

#0 produce (ptr=0x8049846) at ../src/Producer.cpp:128

128 sendto(sd, (void*)&delay, 1, 8, (struct sockaddr*)&addr, sizeof(adc
thread 5

[Switching to thread 5 (Thread 8xb6516b78 (LWP 3117))]

#0 produce (ptr=0x8049846) at ../src/Producer.cpp:128

128 sendto(sd, (void*)&delay, 1, 0, (struct sockaddr*)&addr, sizeof(ad:
p delay

£2 =1

next

next

. |}]
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FULL GDB CONSOLE

ERICSSON

» Targeting CDT 9.1 and GDB 7.12 (by September 2016)

0@
45 Debug 2 1 2 ¢ | B Console E2 [EE B D » = O
v [E] PrettyPrinting new console [C/C++ Application] \|PrettyPrinting new console [C/C++ Application] gdb console
v 58 PrettyPrinting [11859] [cores: 2] EEE] apropos word" to search for commands related to "word". -
¥ o Thread #1 [PrettyPrinting] 11859 [core: 2] (Sy|
= main() at PrettyPrinting.cpp:57 0x400fg8g |[Temporary breakpoint 1, main () at ../src/PrettyPrinting.cpp:57
» 5 : 1157 for (int i=0;i<106;i++) {
wi [home/lmckhou/git/palves.gdb/build.console;| (gdb) n
g 1|58 intArray[i] = i;
 [2 DSFTestApp.c ic| PrettyPrinting.c se | {9db) n
PRSP g-cpp |57 for (int i=0;i<100;i++) {
36 ; _ : : (gdb) ne
7 for (int i=0;i<100;i++) { new-console next nexti
8 intArray[i] = i; (gdb) l
9 i
]
1 vector<Derived=> derivedSet;
2
3 map<int. strino> maopedStrinas: k
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= DISASSEMBLY VIEW

ERICSSON

» Shows disassembly of code (optionally with source)
» Supports breakpoints like in editor (and dynamic-printf!)
» Step/resume/suspend from Disassembly view

i 4
= Disassembly i3 =8
IEnterIDcatiDn here | v | &] i s
88048e71: call ©x80487b0 <pthread create@plt= (A
171 printf("Main thread waiting for all other ti

B8048e76: movl $0xB80490864, (%esp)
B88048e7d: call 0x88487d0 <puts@plt=
173 pthread join(hbSendingThread, NULL);
» 0B048e82 : mov 8x2c(%esp),%eax
BE048e86: movl $0x8,0x4(%esp)
B8048e8e: mov %eax, (%esp)
88048e91: call 0xB80486e0 <pthread join@plt=
174 pthread join(hbReceivingThread, NULL});
0804896 mov Bx28(%esp),%eax
B8048e9a: movl $6x8,0x4(%esp)

B8848ea2 : mov %eax, (%esp) j|

08048eas: call 0xB80486e0 <pthread join@plt=

175 pthread join(workerThread, NULL);

B8048eaa: mov 0x24(%esp),%eax |~
|' L L |}]

51



MULTICORE VISUALI

ERICSSON

Visualizer

Multicare Visualizer O+ 00 ® .
(O 25546
@) 25599 () 25600 (@
@EE

@ 25600 ® 25626 ® 25629
® 25608 —

® 25627 ® 25630
@ 25607

e ® 25511 ® 25628 ® 25631
25608

2 Mutticore Visualizer 3
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GLOBAL BREAKPOINTS

ERICSSON

» Contribution to Linux Kernel ongoing

Applies to every process

Auto attach when hit

Un-started or short lived process

59
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> ITSETS

ERICSSON

* |T Sets to control groups of elements
* About multicore

— Step group of threads or processes
— Set breakpoint on a subset of threads

—Resume execution on a core or set of cores

% M Oe | '|__<}_ﬁ_%~_[;vr|i-¢r =
a [T] Hello [C/C++ Application]
a ;8 CEclipse_Envs\eclipse_latest\runtime-deviHell
a 1 Groupl
» o Thread [7]0 (Suspended : Container)
4 1@ Group 4
a 1@ Group2
« o Thread [6] 0 (Suspended : Container) |
4 of# Thread[E]Cl (Suspended : Container) |
re:ursweFunctunnU at Hello_Min(

PrintHello() at Helln_MmGW €260
pthread:thread_init_wrapper() at 0
_cygtlsicall2() at 0x510042596
Oxe52628
030ec8353
Oxdald
05d&8b0000
(x319c2d08
= = _more framee >

4 7 Group 3

g Thread [4] 0 (Suspended : Container)
o Thread [3]0 I{Suspended Container)

S

- dnte
= KERNEBE'DeactrvateActhcCI at lx7obodd
= (34179131
= (daSfcebd
= _cygtlszcall2) at 0xbG1004 296
= D

g® Thread [2] 0 (Suspended : Container)
. g Thread [1] 0 (Suspended : Container]

pi gdb
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MORE IDEAS

ERICSSON

* Improved handling of breakpoints
* Showing each installed location per breakpoint

* Improved Memory view
* Showing registers and variables

* Evolving Visualizer
* Better support when dealing with hundreds of cores
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ERICSSON

CONCLUSION

62
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CONCLUSION

ERICSSON
» Don't accept printf-debugging. This is 2016!
» Debugger will save you time

» Debugging does not have to be difficult

» Help your team improve

— Lead by example
— Share knowledge, success stories

63



S eclipsecon

9 RESTON VIRGINIA 2016

Sign In and vote at eclipsecon.org

A 1o+
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ERICSSON

N

CDT Project,

N

CDT FAQ,

N

CDT Debug workgroup

N

CDT Wiki,
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ERICSSON

FINAL Q&A

++

Gﬁ;)\
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