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Roadmap 

 Identify goals & requirements for  
tool qualification in Eclipse 

 Propose process / project 

 Demonstrate tool qualification &  
improve proposal 

 Establish proposal: Qualify (selected) plugins 

 

 

 

 

 

 

 

 Is this a Eclipse project? Not a typical  

 Is this an Industrial Working Group process? 

 

Goals & 
Requirements 

Elaborate 
Proposal 

Demonstrate 
Proposal 

Qualify 
Plugins 
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Tool Qualification (Summary) 

 Standards require tool qualification: ISO 26262, IEC 61508, DO, EN 50128 

 Process:  

– Classify all used tools (Impact, Use-Cases, Artifacts) 

– Qualify critical tools 

– Use tools  

 Qualification Methods ISO 26262 

 

 

 

 

 Some tools provide qualification kits for confidence with evidence into 

– Correctness of functions by testing them “validation” 

– Development process by documentation 

– …. 

 

 

 

 

Here is a hole 
were the new 

DO-330 
standard fits in 

Since DO-330 is 
scalable, here 
could also be a 

++ 

Since DO-330 is 
scalable, here 
could also be a 

++ 
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Extension of the ISO 26262? 

 Possible extension / integration of DO-330 into ISO 26262 could look like: 

 

 

 

 

 

 

 

 

 

 Similar chapters exist in DO-178C and DO-254 

 

 

 

 Extension is not necessary to apply DO-330 in ISO 26262 but could clarify 
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Goals for Eclipse IWG 

 Exchange & share knowledge 

– Motivate developers & community to provide qualifyable plugins 

 Provide classification support to users of Eclipse tools 

 Support the development of qualifyable tools (“Qualification Kits”) 

– Validation  

– Safety-Standard (DO-330) 

 Apply this to reference tools ARTOP, EMF,… ? 

 

 Current status (web-page):  
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Current Eclipse Metadata 
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Vision: Eclipse Classification Data 

 

Qualifiabe Features Qualifcation Evidence 

Qualifyable Features 

Available Features 

Enumerate all Features for which qualification information is available. Other Features  
shall not be used in safety relevant contexts.  

Supported Input / Outputs 

For the selected features specify the supported artifacts 
 
 

Errors 

For the selected features specify the potential error classes. 
The existing errors can be found at www….. 

Add Action 

Add Class 

Add Method 
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Proposed Role: Eclipse Validator 

There is much (different) work to do such that we need a new kind of worker: The Validator 

 Should provide confidence 

 Should be more formalized than a committer 

 Should have qualifications e.g. by filling out questionnaires on  

– Eclipse qualification process  

– DO-330 

 Should have responsibilities (answer to questions) 

 Should earn “credits” for each successful validation action 

– Executed reviews 

– Formulated requirements 

– Created use/test cases 

– Feedback 

– … 

 Comparable: 
Confidence in ebay: 
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Proposals 

Following activities are necessary to achieve goals: 

 Agree on focus, e.g. “Metadata extension for qualification information” 

 Provide classification support to users of plugins 

– Use case 

– Potential errors 

– Possible mitigations for errors 

– TCL inference 

 Provide qualification support 

– Create checklist for DO-330 requirements (depending on the TQL) 

• Qualification data (general, plugin specific, user adaptable) 

• Requirements (general, development, operational) 

– Check Eclipse against the checklist, create  

• Mapping of Eclipse -> DO-330 

• Identify gaps: missing data/requirements  

– Provide model (EMF?) for the missing data 

 Demonstrate it: Small example e.g. EclipseCon 

 Validate it: bigger example 

 

Elaborate Process Demonstrate Process 
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First Steps on the Road 

 Create a checklist to show the DO-330 compliance 

 Make a/some simple example tool(s) that shall comply with DO-330 

 Work on selected topics: Requirements, Test, Code, … 

– Analyze existing Eclipse process 

– Analyze possibilities for the topic e.g. RIF, tracing, tests,… 

– Create example document (eventually based on existing methods) 

– Check DO-330 compliance 

– Create model (for creation of document) 

– Review/Validate for:  

• Expressiveness 

• practicability 

• possible improvements 

– Make proposal for Eclipse integration (part) 

 Until DO-330 is completely satisfyable 

 Make integrated proposal for Eclipse Extension (EMF,..) 
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Checklist for DO-330 compliance (refined) 

 Document created: “How-To Qualify Eclipse-based Tools” 

 Contains Requirements (IDs) and tracing to Process/Documents/Model 
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DO-330 Topics 

 Structure of DO-330 
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Existing Methods: Requirements 

 Currently not practiced in Eclipse 

 RMF / ProR (Incubation):  

 

 

 

 

 

 

 general approach, not tailored for tool requirements 

 Adoptable to tool requirements by creating corresponding requirements 
types 

 First Investigation 

– Nice usability e.g. for creating new requirements 

– Polymorphic links (any requirement can be linked) 

– Extensible to design / test / …? 

– Do we need RIF within Eclipse?  
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Create DO-330 Conformant Example 

From Tool 

Requirements 

Model 
? 
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Create Model for Tool-Requirements 

 EMF-Metamodel (Draft) for Tool Requirements 
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Create Example Model 

 Using the default EMF Editor 

 

 

 

 

 

 

 

 

 

 

 Shows how simple requirements could be created with Eclipse 

 The example (DO-330 conforming) document can be generated completely 
from the model 

 Tracing: TOR <-> TR is done using Eclipse association editors 

 

Comparable: Plugin Extension 
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Design and Coding (5.2.2. and 10.2.2) 

 Design = Architecture + Low Level Requirements (LLRs) 

 Design Description: 

– Tool architecture: tool structure to implement TR  

– Detailed Description how TRs are allocated in architecture 

– Input/output description of architecture elements 

– Data & control flow 

– Scheduling procedures 

– Protection (if used) 

– Used components (incl. baselines) 

– LLRs including tracing to TR 

– Derived LLRs (not traceable to TRs) 

• Justification required including 

• No negative impact to TORs and TRs 

 Verifiable and consistent 

 Compliant to standards 
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Architecture Examples in Eclipse 

 Architecture: Plugins & packages, EMF models, xText grammars 
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Example EMF Code 

 Model generates code, interface (and description!) 

 

 

 

 

 Documentation can be inserted into code and model 
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Low Level Requirements 

 Can be directly implemented 

 Not the code but it’s detailed descriptions 

– Class: Name, super classes, visibility, interfaces, exceptions, purpose 

– Methods:  Name, parameters, types, exceptions, visibility, purpose 

– Variables: Name, type, visibility, purpose 

– Contributions: 

• Actions 

• Menus 

• ShortCuts 

• Separators 

• … 

 Currently:  

– tags & templates in the code 

– No tracing to requirements possible 
(due to missing requirements?) 
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Design Model 

 

The design model extends the requirements model by  

Architecture (also Tool Requirements)  and LLRs with references to Implementation 

Architecture and Implementations are 
already available in Eclipse (but without 
tracing to DO330-Elements). Therefore 

this model contains some (probably 
incomplete) elements just as stubs to 

establish the tracing.  
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Test Model 

 



Page 29 Validas AG 

Test Implementation 
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Test Execution 
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Test Coverage 
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Planning: Tool Analysis for PSAC 

 Determines “qualification needs” of used tools 

 Qualification Need: “Required Confidence => Tool Qualification Level (TQL)” 

 Required Confidence (and mapping to TQL) depends on domains 

– DO-178C: Criteria 1 – Criteria 3 

– ISO: Tool Confidence Level based on Error Analysis in Use Cases 

– IEC 61508: Tool Classification: T1 – T3 

 Tool Chain Analysis Method (RECOMP) can be applied in all domains to 
determine the Required Confidence 

 Simple Tool Chain Analysis Model has been added to DO-330 meta model 

 Connections to existing model (“TORFunction”, “TRFunction”) 
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Planning: Analysis Model for PSAC 
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Planning: “How-To Qualify” Document 

 General explanations 

 Conformance to DO-330 (bidirectional Tracing) 

– Structures according to DO-330 

– Identification of Requirements 

– Tables for Tracing 

– Tracing against IDs is also contained in other 
Documents like TDP, TVP,… 

 Bidirectional tracing ensures that not  
too much is models/requested  
within Eclipse qualification process 

 

Bidirectional Tracing 
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Tool Development Plan 

 General Process Description for Qualifiable Eclipse Plugins 

 Compliant to DO-330 

 Can be adapted by developers (DO-330 compliance!) 

 Contains description of how to use the model, i.e.  
standards for 

– Requirements: TORs, TRs 

– Design, Architecture: TRs, LLRs  

– Implementation 

 Specific documents can be generated from the DO-330 
model, the architecture and the (enriched) implementation  

– Requirements for <Tool Name> 

– Design for <Tool Name> 

– … 

 Examples for some specific document exists 

 Similar document for verification: Tool Verification Plan 
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Build Qualification Kit  

 Currently: 2 Builds available in Eclipse 

– Source Build 

– Binary Build 

 Missing: Qualifiable Build Configuration 
with plugin specific 

– Qualification information (DO-330 
Model) 

– Test Cases / Coverage 

– Verification results 

– Documents 

– … 



Page 38 Validas AG 

Content 

 Roadmap 

 Requirements for Tool Qualification (Standards) 

 Proposals for Goals for Eclipse 

 Proposals for some steps towards Tool Qualification 

 Steps on the road 

– First steps: Requirements handling  

– Second steps: Design, Coding and Test 

– Third Steps: Planning Tool Analysis and Life Cycle 

– Fourth Steps: Life Cycle Refined, PSAC Generation, CM 

– Fifth Steps: Quality Assurance, Qualification Liaison Process, Data 

– Sixth Steps: Verification, Multi-Function, Coupling, Independency, COTS 

 Summary 



Page 39 Validas AG 

Tool Life Cycle for Qualifiable Plugins 

 Combines the following processes:  

– Planning (TORs) 

– Development (TR, LLRs) 

– Integration (Verification) 

– Configuration Management 

– Quality Assurance 

 Fits to existing processes (Project process, Release Process)  
by extending them with a “Qualification Stage” 

 The following stages are defined (and can be determined automatically from the DO-330 
model) such that every release has a well-defined qualification stage 

• Unqualified-Pre-Alpha Release (“Undefined”): unknown qualification state 

• Qualification Alpha-Release (“Analyzed”): The TORs are defined and TQL is determined 

• Qualification Beta-Release (“Feature-Complete”): All requirements (TORs and TRs) are described 
and have traces to LLRs and Code 

• Qualification Release Candidate (“Verification Defined”): All required verification steps are 
defined. No open bugs of the category “Blocker” are available. 

• Qualification Release: (“Successfully Verified”) Verification has been successfully executed and 
are documented within the qualification kit 

 Transition Criteria are formally defined, based on the DO-330 model 
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Tool Life Cycle Transition Criteria  

 Defined in the “Tool Development Plan” 

 Required by DO-330-4.2.1, DO-330-4.2.2, DO-330-4.3.b 

 Quite formal definition (can be checked automatically) based on the DO-330 
model of the tool 

 Example (truncated): Transition to Qualification Alpha State (“Analyzed”) 
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Tool Analysis in PSAC 

 From the Qualification Alpha Release (“Analyzed”) of the plugin/tool  

 Verify the TQL (from qualification needs and Projects max. “RiskLevel”) 

– L1: Highest Level (ASIL D, Risk Class A,..) 

– L2, L3 

– L4: Lowest Level (ASIL A, Risk Class D,..) 

– L_NONE for uncritical plugins 

 TQL can also be TQL_NONE for L_NONE or no qualification need 

 List the assumptions of the analysis  

 Generate Documentation for the PSAC that justifies the TQL   

Similar to Validas 
Tool Chain Analyzer: 

Checks & 
Computations  
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Generated PSAC Example from TCA 
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Configuration Management 

 We require eGit and Gerrit to be used for qualifiable Eclipse plugins 

 Some details (branch-names, configuration..)  
to be discussed (currently with BMW-CarIT) 

 Informations 

– http://www.eclipse.org/egit/ 

– http://progit.org/book/  

– http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit  

 

 

 

 

 

 

 Described in Tool Development Plan (Version 0.8) 

 Traced against “How-To-Qualify” Document (DO-330) 

 

 

Tool Development Plan 

http://www.eclipse.org/egit/
http://progit.org/book/
http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit
http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit
http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit
http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit
http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit
http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit
http://www.slideshare.net/stefanlay/eclipse-git-und-gerrit
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Configuration Management 

 Configuration Items are all elements within the Qualifiable Eclipse Project 
– Sources 
– Architecture 
– DO-330-model 

• Requirements (TORs, TRs, 
• Tracing 
• …. 

 Two Control Categories: CC1, CC2. Item’s  CC depends on TQL  
 
 
 
 

 Definition of Control Categories (DO-330):  
 

Example: TORs changes have 
to be reviewed for TQL-1 to 

TQL-4 but not for TQL-5 

Plugin Extension has to 
know this (Transition 

Criteria!) 
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CM: Control Status of TORs (Proposed) 

Verified 

Pushed 

Merged 

Reviewed 

Modified 

{TQL==5, 

Merged} 

{TQL<=4, Review OK} 

{Merged} 

{TestResult==Passed} 

ToDo {Conflicted} 

{Review NOK} 

{TestResult==Failed} 

{Conflicted} 
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CM: Control Status of Tests (Proposed) 

Verified 

Pushed 

Merged 

Reviewed 

Modified 

{TQL>=3, 

Merged} 

{TQL<=2, Review OK} 

{Merged} 

{TestResult==Passed} 

ToDo {Conflicted} 

{Review NOK} 

{TestResult==Failed} 

{Conflicted} 
TQL-5:  

Status is 
Private 

(unchecked) 
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CM: Control Status of 
TRExpectedErrorMessage (Proposed) 

Verified 

Pushed 

Merged 

Modified 

{Merged} 

{TestResult==Passed} 

ToDo 

{TestResult==Failed} 

{Conflicted} 

TQL-5:  
Status is 
Private 

(unchecked) 
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Quality Assurance 

 Interface model to bugzilla (or other bug tracking systems) 

 Contains references to test cases (that can be verified) and potential errors 
of the analysis (together with possible mitigations/work arounds) 
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Tool Quality Report 

 For every qualified Plugin there will be a tool quality report 

 Contains required documentation of the audit & review of the plugin 

– Pointer to used tool development plan 

– Verification that is has been reviewed for DO-330 consistency 

– Verification of the used Eclipse development environment 

– Known-Bug analysis (mapping to potential errors) 

– Verification method for the qualification stage of the do-330 model 
(manual/new Eclipse support) 

– Tag and successful nightly build report verification 

– Checks of required plugins quality reports 

 A checklist in the tool development plan and a template eases the creation 
of the tool quality report 

 Creation of this report is the only 
manual step that cannot be 

computed automatically from the 
DO-330 model.  

“last check before release” 



Page 51 Validas AG 

Qualification Liaison Process 

 For all tools with qualification need 

 Demonstrate that the tools conform to their requirements (“TOR”),  
even if qualification shows errors  

 

TOR TR 

TR-

OK 

TR-

NOK 

Test Cases 

TOR-OK 

TOR-NOK 

Bug Pot. Error Mitigation 

TORAssumption 

Req. 

Model 

Req. 

Model 

Req. 

Model 

LLR & Test 

Models 

Qualification  

Kit 

QA-Model 

QA QA-

Model 
Analysis

Model 

Req. 

Model 

Analysis

Model 



Page 52 Validas AG 

Tool Aspects in Software  

 The interface to the application domains / developed 
systems 

 Depends on the processes (eliminated/supported) by 
the tool 

 Consider the complete tool chain for development of 
SW 

 Planning 

– ISO 26262-8-11.5.1: Software tool criteria evaluation 
report 

– DO-178C-11.1: Plan for Software Aspects in 
Certification (PSAC) 

• g: Additional Considerations … tool qualification 

– DO-330-10.1.1: Tool-Specific Information in PSAC 

 Accomplishment 

– ISO:26262-8-11.5.2: Software tool qualification 
report 

– DO-178C-11.20: Software Accomplishment 
Summary (SAS) 

– DO-330-10.1.16: Tool-Specific Information in SAS  

  

Development Tool Chain 

TORs of Tool 1 
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Qualification Data 

 All data produced during development and verification process 

– From tool analysis, TORs  

– to tool installation report 

 Satisfies all elements in section 10 of DO-330 

 Tool specific data 

– DO-330-model of Eclipse 

– Generated into specific documents 
• Requirements 

• Verification Plan 

• Verification results 

• Problem reports, … 

 Process (tool independent) 

– Tool development plan 

– Tool verification plan 

 Meta-Data: contained in “HowTo-Qualify Eclipse-based Tools”-document 

– Concept, 
Liaison Process 

– Tracing to DO-330 

– Qualification Planning & Qualification Report 



Page 54 Validas AG 

Content 

 Roadmap 

 Requirements for Tool Qualification (Standards) 

 Proposals for Goals for Eclipse 

 Proposals for some steps towards Tool Qualification 

 Steps on the road 

– First steps: Requirements handling  

– Second steps: Design, Coding and Test 

– Third Steps: Planning Tool Analysis and Life Cycle 

– Fourth Steps: Life Cycle Refined, PSAC Generation, CM 

– Fifth Steps: Quality Assurance, Qualification Liaison Process, Data 

– Sixth Steps: Verification, Multi-Function, Coupling, Independency, COTS 

 Summary 



Page 55 Validas AG 

Verification 

 Is documented in the generic document: “Tool Verification Plan” 

 Includes Tracing to DO-330 (“HowTo-Qualify” document) 

 For Example DO-330 states in section 6.1.3.1.1.a: 
Compliance with Tool Operational Requirements: The objective is to ensure 
that all the Tool Operational Requirements are implemented into the tool 
requirements and that the derived tool requirements , and the reason for 
their existence, are correctly defined. 

 

 

 

 

 

 

 

 Support? 

Efficiency: one review satisfies 
several  DO-330 requirements 

Tool Verification Plan 

Know-Why: Tracing to DO-330 
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Test & Verification Model 

 Relates test to requirements (TOR, TR, LLR) & implementation 
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Verification Support? 

 The DO-330 model supports verification 

– Validation: “Every TOR has at least one TR” 

– Validation: “Every TOR has at least on Verification Data” 

– Derived TRs are identified 

– Every Derived TR has a VerificationData 

 Criteria are evaluated from Eclipse within the “tool life cycle transition 
criteria” that determined the “qualification stage” of a plugin (see slide 
before) 

 Gerrit supports reviews (see slide before) 

 Flexible process:  

– Do not enforce the waterfall: Requirements -> Design -> Code -> … 

– Allow “Implementability check” to be deferred after implementation 
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Data & Control Coupling Problem 

 DO-330-6.1.4.3.2.c: “The analysis should confirm that the requirements-
based testing has exercised the data coupling and control coupling between 
the tool code components” 

 Eclipse supports coupling by  
“Call Hierarchy” for Variables (Data)  
and Methods (Control) and  
“Type Hierarchy” for classes (Data) 

 It should be shown (integration test) 
that 

– Every method is called correctly 
from parent place in the tree 

– Every variable is read/written  
correctly (from every parent) 

 Code coverage measurement 
does not support this 
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Data & Control Coupling Solutions 

 Requirements based integration testing including robustness requirements 
(TOR, TR) with an analysis of data & control coupling 

– Find a tool that measures coupling or 

– Do it manually: 

• Determine callers for every method / variable 

• run tests for every method document access  

• Analyze & complete uncovered accesses 

 Both would lead to a minimization of coupling 

 Since Coupling in Eclipse is implemented from the Eclipse classloader (and 
parts of the Java runtime environment) it suffices to qualify those elements 
/ parts. OSGI influences the mechanism 
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Independence Challenge in MF Tools 

 11.1.d (Additional Considerations for Multi-Function Tools) states: 
if multi-function tools both produce and verify the same output 

– Protection shall be used (plugins) AND 

– (for TQL-1 and TQL-2) Independence 

 Example 
Configurator 

(TQL-2) 
Checker 
(TQL-2) 

GUI 
Cfg-Model 

(TQL-2) 
Chk-Model 

(TQL-2) 

Reporting 
(TQL-5) 

Logging 
(TQL-4) 

Modeling 
(TQL-1) 

Analysis & 
Mitigation 

Analysis & 
Mitigation 

Analysis & 
Mitigation 

Common 
Dependency TQL-1 + TQL-1 requires 

Analysis & Mitigation or 
independence, e.g. by 

diversity 

Models 

Proposed Eclipse Tool Development Plan: 

3.2 Multi-Function Tools: 

If common dependencies are used  

their TQL should be higher than the 

the TQLs of the using parts  

(satisfies: DO-330-11.1.d) 
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Qualifying COTS Tools 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 No differences found to the qualifiable plugin approach, where every plugin 
is treaded like a COTS tool      

Developer Tasks 

(DO-330-11-1) 
User Tasks 

(DO-330-11-2) 

Nothing is 
missing 
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Computation of Maturity 

 Maturity of tool and algorithm is required by: DO-330-10.1.1.c, DO-11.4.1.e 
 Maturity is determined by the effects of changes of bugs 

– Immature tools have big changes 
– Mature tools have small changes 

 The effect of a bug is modeled buy it’s affected elements: 
– Implementation References (Class, Methods,….) 
– LLRs 
– TRs (including architecture) 

 Note that if the architecture changes,  
many implementation references change 

 Modeled using BugAffectedElements 
– TRs (including architecture) 
– LLRs 
– Implementation References 

 Maturity can be computed automatically from 
– Number of bugs (in a fixed time) 
– Number of affected elements 
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1. Goals: DO-330 

2. Concept: Eclipse Project QPP 

3. Demonstrate & implement QPP 

4. Qualify (selected) plugins 

 

 Status May 2012 

 

 

 

 

 

 

 

 

 Summary: Qualification is feasible and qualification  
(based on current prototype) could be started now 

 

 

 

 

 

 

 

 

 

 

 

 

 

Roadmap - Status May 2012 

Goals & 
Requirements 

Elaborate 
Concept 
for QPP 

Demonstrate
& Implement 

QPP 

Qualify 
Plugins with 

QPP 

Identified 

Status: Feasible  

and 100% of DO-330 

covered 
Ready to start 

Ready to start 

(Prototyping) 

Qualify 
Plugins 

Ready to start 

(Prototyping) 
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Summary 

 Roadmap towards development of qualifiable Eclipse tools & plugins 

– Classification: Tool Analysis -> Planning Process 

– Qualification: Process & Model for Qualifiable Plugins 

– Usage: Fulfill Assumptions and apply qualification kits 

 Applicable to all relevant standards (ISO 26262, IEC 61508, DO-178C, EN 
50128,..) 

 Metadata extension for qualification information of plugins: DO-330 model 

 Much work in progress 

– Tracing to How-To-Qualify Document 

– Modeling: gaps to current meta-information 

– Create documentations (TDP,TVP,..) 

 1st, 2nd, 3rd, 4th, 5th, 6th steps performed 

 Proposed new role for that work: Eclipse Validator 

 Validas contributes 

 

Qualify 
Plugins 

Ready to start 

(Prototyping) 
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