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1. Device Management?  
 

2. Standards and best practices  
 

3. DM for IoT, a new paradigm  
 

4. The Future of DM: a multi -server architecture  
 

5. Next Steps  
 
 

Outline  



3 Externe Orange  

Device 
�0�D�Q�D�J�H�P�H�Q�W�Q���" 
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4 categories of operations  

Tracking  

Maintenance  Assistance  

 

Provisioning  

Security  

�‡ Error and log 
collection for analysis  

�‡ Firmware update  

�‡ Remote service activation 
and configuration  
 

�‡ Configuration visualization  
�‡ Diagnostics  
�‡ �5�H�P�R�W�H���D�F�W�L�R�Q�V�����U�H�E�R�R�W�Q���� 
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Standards and 
Best Practices  
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CPE WAN Management Protocol  
v1.4, Issue: 1 amendement 6  

Centralized  
Auto -Configuration  
Server  

Data models  

RPC Methods   
device / server  
 
(HTTP/SOAP) 
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User Services Platform  
V1.0 

Multi -controller  
 architecture  

Data models w/ methods  
 RESTful 
 Full discovery  

Service elements / Proxies  

Start of Open Source activities  
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Multi -server  
 architecture  
 
Data models  w/ methods  
 RESTful 
 Shared  models  
 
Service objects  (OMNA, IPSO) / Proxies  
 
Dynamic ecosystem  

�‡ Open Source implementations (Wakaama, Leshan, �Q) 
 

OMA Lightweight M2M  
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Bootstrapping 

Device 
Configuration 

Device 
Management 

Firmware 
Update 

Fault 
Management 

Service 
Enablement 
(Application) 

Configuration 
& Control 

Reporting 

SAS �t OMA Lightweight M2M (LwM2M) Overview �t 12/2016 

OMA Lightweight M2M :  
Device Management & Service Enablement Standard for IoT  
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DM for IoT, a new 
paradigm  
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IoT DM challenges  

�‡ Heterogeneity  

�Î life-cycle profiles  

�Î DM features 

 

 

�‡ Security  

 

 

 

�‡ New architectures  

�Î DM/service convergence  

�Î Multi-protocol management  

�Î Softwarization : NFV, SDN 

 

�‡ Scalability  
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The impact on DM solutions  

Device profiles  
 
 

Requirements  
 
 

Corresponding 
DM/SM protocol    

Multiple relevant  
Standards  

& 
Proprietary 
protocols   
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The impact on DM solutions  

Multi -protocol  DM solution  
 

Integration  of additional  DM servers  
 

Integration  of non-DM-enabled  devices  
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Multi -server demo    
   architecture  
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ESP32 Airboard  

 
ESP32 

DM API  
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ESP32 Airboard  

DM 
Dashboard  

Message bus  

 
ESP32 

DM API  
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DM Server 1  

DM Server API  

ESP32 

DM Server 2  

DM Server API 

Airboard  

DM 
Dashboard  

Message bus  

 
ESP32 

DM API  
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Proxy  
Manager  

DM Server 1  

DM Server API  

ESP32 

DM Server 2  

DM Server API 

Airboard  

DM 
Dashboard  

Message bus  

Proxy  
Manager   

 
ESP32 

DM API  
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Proxy  
Manager  

DM Server 1  

DM Server API  

ESP32 

DM Server 2  
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Manager   
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Proxy  
Manager  

DM Server 1  

DM Server API  
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DM Server 2  
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Proxy  
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Proxy  
Manager  
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Time for the demo ! 
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New solutions  
�‡ Multi -server, multi -protocol architecture  

�‡ Integration of multiple and new DM servers  

�‡ A need for abstraction  

 
Next  Steps with  Eclipse IoT  

�‡ Contributions  
�‡ Leshan 
�‡ Wakaama + ESP32 

�‡ Study  of integration  
�‡ Hono 
�‡ hawkBit 

 

Conclusion  



Thank you  
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