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Blockchain: a short state-of-the-art



What is a Blockchain?

e Append-only Distributed Database...

o Irrevocable
o Trustless (or not)

e ...in which transactions (or anything else) can be stored

e Main metrics

o Throughput
o Latency
o Cost

e This is also called “Distributed Ledger Technology” (DLT)



Some Blockchains...

e Bitcoin

e Ethereum Q

e Hyperledger @



Blockchain use cases
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© 2017 IBM Corporation e

https://www-05.ibm.com/hr/watson-see-summit/assets/files/IBM_RD_perspective-_innovation is_what_make
s _the difference - Dr Marko Vukolic IBM _Research.pdf



The many faces of Blockchains (1/2)

Public blockchain
Consortium/Federated blockchain
Private blockchain
Blockchain-as-a-Service



The many faces of Blockchains (2/¢
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dCtors to choose the right Blockchain

Five Factors in Determining a Good Business Case With DLTs

Throughput

Volume of
transactions the DLT
is able to process

(tps)

* Bitcoin protocol has
an extremely low
throughput of 7 tps

* Many DLTs have
made significant
progress on
throughput, ranging
from 500 tps to
5,000 tps

Latency

O

How long the DLT
takes to confirm and
commit each
transaction

* Bitcoin protocol
takes 10 minutes on
average to validate
transactions

* Private DLTs running
on a consensus
algorithm without
mining can provide
subsecond latency
levels

Source: Aite Group

Node scalability

i

How many nodes the
DLT supports without
compromising
performance

* Bitcoin protocol is
the most scalable
DLT in number of
validation nodes

*Private DLTs provide
sufficient client-node
scalability but with
limited validation-
node scalability

https://www.aitegroup.com/report/building-business-cases-distributed-ledger-technology-things-know

a

How resilient the DLT
system is to various
security threats

*The security aspects
are fundamentally
impacted by the
consensus algorithms

-Client onboarding
-Digital signatures
-Network attacks
-Data privacy
-Governance control
-Legal enforcement

o4

How much it costs to
build and run a DLT
system

*Running cost: Cost
per confirmed
transactions (CPCT)

*Building cost: capital
investment in
hardware and
equipment, software
development and
licensing, and IT
staffing



How does a Blockchain work?

A verified transaction
Validation | can involve

r — cryptocurrency,
The network of nodes contracts, records,

The requested
transaction is
broadcast to a P2P

Someone requests network consisting
a transaction. of computers, validates the transaction or other information.
known as nodes. and the user's status

(]
[
]
[
]
using known algorithms. ¢
Once verified, the
transaction is

Q-=c==-= O=c==a- combined with
other transactions
The new block is then added to the to create a new
The transaction existing blockchain, in 2 way that is block of data for
Is complete. permanent and unalterable. the ledger.

© PWC/ how Blockchain works




How does a Blockchain work?

Permissionless validation (Proof of Work)

e Everyone (Miner) can participate

to the validation

o Slow (and huge amont of electricity)
o Scalability

Bitmain. credit Stephen Chow

Permissioned validation (Byzantine consensus)

e Only authenticated and permissioned validators

participate to the validation

o Fast
o Limited scalability

S % o e
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A word on Smart Contracts

e Program (Turing Complete) executing the terms of a contract

between 2 or more participants
o Same as a Stored Procedure in SQL Databases.
O Basic contract : exchange X assets A (owned by Alice) for Y assets B (owned by
Bob).

o Assets: money (ether), token, kW, km, man-hour, weather forecast, licence key,
property title ...

e Smart Contract Execution

o Replicated State Machine
m on several computing nodes
o New state recorded in the Distributed Ledger.



Smart Contracts : simple to complex

Smart contracts - simple to complex

Digital Smart right Basic smart - Distributed Distributed Distributed Distributed
! : . mmmﬂ‘_ﬂ‘ QilomomoLs UL OIS AL DOMOITIOUs
business unit organisation government society

Sel-drving
trucks make F2P
debveries, pay
bexca] ol readd
fees, and by local

st

Use case examples

© PWC/ how Blockchain works




Smart Contracts platforms

EtherScripter View~  Toolbox~  Workspace~  Samples~  About

Blocks
L1+ A basic vote registration contract

 note: @ |
e FEthereum Smart Contracts - e — —

1=+ (Donations are optional and don't affect the voting but we like a way to get received funds out.) LLL
ECCE ADMIN ERENCL T caller - |
O Eth m Virtual Machine (EVM e sese |
e re u I r u a a C I n e Ll The user supplies what they're voting for as the contract input (e.g. "COKE" or "PEPSI")
[ VOTED_ITEM F0T st ~ J1j:1
block

L[4 Make sure they haven't voted already first

O Serpent (Python), Solidity (Node) ... U0 | 00 gue oz ot eommd DD
. [ICH The contra records a vote by incrementing the number of votes with the provided input |
0O EtherScnpter et

t T
B data at siot | geIEEE) | |50 6
|14 It also records the address of the caller and what they voted for, so this is public record
in EL QRN caller ~ MV SN VOTED_ITEM!

LN

-+ Release all funds to the admin when they call in without a vote

=
m L [ EEY caller ~ M = ~ BN E ADMIN |
o]

spend | contract (EEW-Ra | to | saved at CRIVN]
= )

Example : Vote registry with EtherScripter

e Hyperledger Chaincodes

O @o, Java




Blockchain: loT use cases



0T reference architecture

loT Applications L
\ A ~—
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Cloud infrastructure ﬁ ﬁ 7
(public, private) oo 0T Cloud  poomn
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Fog/Edge Computing | |
Communications — —

e wired/wireless loT Communlcatlon Protocols Q
e |IP/NolP

e licensed/free bands

Connected Things
(sensors & actuators)




0T systems over the years
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2000 Today Tomorrow (2025)
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loT infrastructures loT infrastructures



Blockchain applications in loT systems

e Assets

Device (Endpoints, Gateways)

Additional services in the device
Measurements & Events from sensors (Data)
Actions on actuators (Command)

e Applications

o Securing event loggings
Monetization of loT Data (stream)
Device Identity
Device Property Titles
Firmware update
Locking/Unlocking services on Devices
Supply chain traceability
Privacy preserving
D2D smart contracts
Micro-transactions (EV charging, Open energy market)
Maintenance tracking and warranties

O O O O
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Some loT use cases

Sensing-as-a-Service

Supply chain traceability

Electric vehicle charging

Open energy market (Microgrid)



Use case 1 : Sensing-as-a-service (SCAAS)

e securing the sensors data streams
o Each new data is appended to the ledger (aka irrevocable time-serie DB)

e monetize sensors data streams
o sensors are owned (and maintained) by companies and individuals
o customers are companies, research centers, ...

o sensors are weather station, air quality, self quantified wearables, ...
>

1d

'. ‘ Poland

o . § orange-device...

France

iota.org

iota.org

Italy

e Example: datum.iota.org



Use case 2: Supply chain traceability

e Current: EPC Global (GS1)

o Centralized objects registry and event databases (EPCIS and ONS)
e Tracking containers and parcels

o a)Log the events (RFID, GPS, Beacon) into the ledger
o b) Trig the excution of smart contacts on events

Container

(a) (b)
https://mycourses.aalto.fi/pluginfile.php/378344/mod_resou
rce/content/1/Christidis%20and%20Devetsikiotis.pdf

Example : Mojix's ViZix blockchain (compliant EPCIS)



Use case 3: Open energy market

Microgrid energy productions

e Rooftop photovoltaic panels
o US $30 billion in 2016 (grow 11% over 6 years)

e Residential energy storage systems
o 95MW in 2016 to 3700 MW by 2025

Application

e Individuals can sell stored and solar
electricity to neighbours

Examples

e |o3energy.com (DLT is Hyperledger Fabric) \
. S O I a rCO i n . O rg (J O i n Et h e re u m AI I i a n C e) https://pectrum.ieee.org/computing/networks/blockchains-wilI-aIIow-r

ooftop-solar-energy-trading-for-fun-and-profit



Use case 4: Electric vehicle charging

e EV problems

O Lack of EV charging infrastructure
o Complex charging contracts

e Applications

O Share EV chargers

O  Micro payment for charging the EV

B Energy / token release module

o NeXt Step B Measuring module
o Autonomous car

SHARE
CHARGE

o Drones
e Example ’ \
Real-time micro token streaming
O Share&Charge “
O BlOCkCharge sl sssasnsnsasssnnsnnnnnnnns b
Syngr:;ro;iyz?;t;:: Micro energy streaming
‘%?ég":i Charging Station -

Energy measurement and
generation of nano-
transactions

") Detailed concept and specifications to be published by IOTA foundation soon
© Copyright innogy Innovation GmbH




Emerging actors

e Consortiums
O Trusted loT Alliance
e Startups

O

O O O O O O

@)

IOTA
Slock.it
HAPI
Lo3energy
Filament
Chimera-inc

SolarCoin
Mojix



Our work on Blockchains



Motivations

e Designing consensus protocols for permissioned blockchains

e With the following goals:
o Versatility (Abstract framework)
o Robustness (RBFT)
o Efficiency, geo-replication (XFT)
o Privacy (PAG)



Abstract framework

e "“The Next 700 BFT Protocols”

o Published in EuroSys 2010 and ACM TOCS 2015
o Joint work with EPFL and IBM Research

e Contributions
o Allows designing versatile BFT protocols: latency efficient, throughput efficient,
robust protocols, ...
o The paper describes two algorithms:
m  Quorum: latency optimal
m Chain: the best throughput

e The concepts of Abstract are leveraged in Hyperledger Fabric



RBFT

e "“RBFT: Redundant Byzantine Fault Tolerance”

o Published in ICDCS 2013
o Collaboration with CNRS Liris Lab

e Contribution
o The most robust BFT protocol

e Used in Hyperledger Indy



XFl

e “XFT: Practical Fault Tolerance Beyond Crashes”
o Published in OSDI 2016
o Joint work with Eurecom and IBM Research

e Contributions

o A novel approach to building reliable and secure distributed systems (considering
network and machine faults independently)

o XPaxos: a consensus protocol that tolerates Byzantine failures at the price of
standard failures

e XFT is currently being integrated in Hyperledger Fabric



PAG

e “PAG: Private and Accountable Gossip”

o Published in ICDCS 2016
o Joint work with CNRS Liris Lab

e Contribution
o The first accountable, privacy-preserving gossip protocol

e Ongoing work on the use of PAG in algorithms such as SPECTRE



Future work

Goal: being able to use permissioned blockchains at the Edge of 10T
networks

How: by designing algorithms for large-scale permissioned
blockchains



Thank you!



